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CHAPTER 1

Ethernet Basic

Ethernet Layer 1: Wiring, Speed, and Duplex
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Table 1-2 Ethernet Cabling Types

K """ Type of Cable Pinouts Key Pins Connected
ey
Tk

P | Straight-through T568A (both ends) or TS68B (both ends) | 1-1;2-2;3-3;6—-6

Cross-over T568A on one end, T568B on the other 1-3:2-6:3-1:6-2
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SECURITY
Collision Domains and Switch Buffering
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Figure 1-2 Collision Domains with Hubs and Switches
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Figure 1-3 Simple Switched Network with Trunk

S emlia | .. s mac <encapsulation ¢ s « reliabilityc speed O ecduplex & 5 OV 5 (o 02 osimd )l sasiul L

switch1# show interface fa 0/13
FastEthernet®/13 is up, line protocol is up

Hardware is Fast Ethernet, address is 000a.b7dc.b78d (bia 000a.b7dc.b78d)

MTU 1500 bytes, BW 100000 Kbit, DLY 100 usec,

reliability 255/255, txload 1/255, rxload 1/255

Encapsulation ARPA, loopback not set

Keepalive set (10 sec)

Full-duplex, 100Mb/s
! remaining lines omitted for brevity
! Below, Switch1's interface connecting to Switch4 is configured for 100 Mbps,
! HDX. Note that IOS rejects the first duplex command; you cannot set duplex until
! the speed is manually configured.

duplex xS ) | et 1pal QB giad cpl ainy (0 4S8 ) ghailes (a9l (i se duplex 4S odd aw ) IS4 2
AS Uase 1) speed ub 1o

switchi# conf t

Enter configuration commands, one per line. End with CNTL/Z.
switchi(config)# int fa 0/13

switchi(config-if)# duplex half

Duplex will not be set until speed is set to non-auto value
switchi(config-if)# speed 100
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Example 1-1 Manual Setting for Duplex and Speed, with Mismatched Duplex (Continued)

02:40:49: %CDP-4-DUPLEX_MISMATCH: duplex mismatch discovered on FastEthernet@/13
inpm (not full duplex), with Switchi FastEthernet®/13 (full duplex).
» ! Above, CDP messages have been exchanged over the link between switches. CDP

! exchanges information about Duplex on the link, and can notice (but not fix)
! the mismatch.

Ethernet Layer 2: Framing and Addressing
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Figure 1-4 Ethernet Framing Options

......... Ethernet (DIX) and Revised (1997) IEEE 802.3
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Table 1-7 LAN Switch Forwarding Behavior

K ...... Type of
{ Topic | Address Switch Action
kS

Known unicast Forwards frame out the single interface associated with the destination address

Unknown unicast | Floods frame out all interfaces, except the interface on which the frame was

received

Broadcast Floods frame identically to unknown unicasts

Multicast Floods frame identically to unknown unicasts, unless multicast optimizations are
configured
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Figure 1-2 Collision Domains with Hubs and Switches

Example 1-2 Command Output Showing MAC Address Table Learning

Mac Address Table

Vlan Mac Address Type

1 000f .2343.87cd DYNAMIC
1 0200.3333.3333 DYNAMIC
1 0200.4444.4444 DYNAMIC

! including Switch4's FA 0/13 MAC.

Switch1# show mac-address-table dynamic

Fa0/13
Fa@/3
Fa0/13

Total Mac Addresses for this criterion: 3
! Above, Switchi's MAC address table lists three dynamically learned addresses,

! Below, Switch1 pings Switch4's management IP address.




w58 o 1) mac-table sobis 5038 ping 1L b 1 CuwdlSeadly 43 5535 1, smac address 48 e )
> D e

Switchi# ping 10.1.1.4

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.1.1.4, timeout is 2 seconds:

el oAIRD Y

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/4 ms

! Below Switch1 now knows the MAC address associated with Switch4's management IP
! address. Each switch has a range of reserved MAC addresses, with the first MAC
! being used by the switch IP address, and the rest being assigned in sequence to
! the switch interfaces - note Oxcd (last byte of 2" address in the table above)
! is for Switch4's FA 0/13 interface, and is 13 (decimal) larger than Switch4's

! base MAC address.
Switchi1# show mac-address-table dynamic
Mac Address Table

Vlan

-t b b

1

000f .2343.87¢0
000f .2343.87cd
0200.3333.3333
0200.4444 .4444

Type

DYNAMIC
DYNAMIC
DYNAMIC
DYNAMIC

Fa0/13
Fa0/13
Fa0/3

Fa@/13

Total Mac Addresses for this criterion: 4
! Not shown: PC1 ping 10.1.1.23 (R3) PCi's MAC in its MAC address table

22 S |earn | &5 mac-address 52 252 0/13 s 55 SS9 g WS e 0alia 4S ) ghailea YL JSS 0

funa Gle Ll il

& cd 434S a3 mac s .(manageable) 1 (oo Clus 43 i g 353 mac 29 (4 233 c0 4 4S J5) mac-address 2
G g 4 D g3 0l 43 o sn e decimal Dlia @l 5 52,230 (2 SW4 0/13 < s mac-address 2 sb
. hexadecimal o d Jlie b casl il 5 (Cisy o jed) 13 decimal Ll 5 .9,85 8 mac sl L2 hexadecimal

= Shea i Gl j3 a2e O ea jd mac address table ) 48l 300 ) 2 mac-address <o g8 (i G ) a4

Vlan

SoS ealia )y gle) (il OV 5 o o ) s L2 sl

switch4# show mac-address-table aging-time

Aging Time

S ealdia) ) Hsiwd ) s e el vian Sl Gl Gl s )

SW1(config)#mac address-table aging-time 100 vian 1

01 (ialS 4li 100 4 1)) 1 vlan ¢)r aging-time &) xe JBe o) 2
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S e oaldinl ) s ) s2d learn ol il oS (55 pald mac <S4S agds aal i K
SECURITY

switch4# show mac-address-table address 0200.3333.3333
Mac Address Table

Vlan Mac Address Type Ports

1 0200.3333.3333 DYNAMIC Fa@/13
Total Mac Addresses for this criterion: 1

SPAN, RSPAN, and ERSPAN
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Figure 1-8 RSPAN Topology

 A—7
6/1 5/1 si2 J—> m|

=58 O 4S Gsldi ) LeaiS o Jee RSPAN 2iile < 3 (Encapsulating Remote SPAN) ERSPAN
WIS e 0l 2l (oS SGdl 5 Jle ) 5) e Encapsulation Routing JiU

22913 (o« SPAN,RSPAN,ERSPAN 2 daia Gy sla oyl gl Cudganady ) 0

O s A (oasd oa Sb ol S sai S plaicasiSan (535 Sy dale &gy Ol sie 4 1) Sy S S
i€ via) a5l L ) 5uaeSPAN < siad S S 5l amacadly 03 S (530 S SPAN

Cy e g OleasiS Jaash dalie &y gy 40 1y Sl 0250 Etherchannel ) g sac 4815 (s 85
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SPAN Configuration
S e obia ji) 53 )y SPAN KatilS ) salu JUie S

Example 1-3 Basic SPAN Configuration Example

MDF-ROC1# configure terminal
MDF-ROC1 (config)# monitor session 1 source interface fa0/12

MDF-ROC1 (config)# monitor session 1 destination interface fa0/24

Db e Jw)) fa0/24 s an OF ) (oS Saedipd e Jlu )l iy 0 a8 s Sl y3 Jle o) 0
J.\.\S PRYY I \_) SPAN J\ GA oy Jie Ja

Example 1-4 Complex SPAN Configuration Example

MDF-ROC3# config term

MDF-ROC3 (config)# monitor session 11 source interface fa0/18 rx
MDF-ROC3 (config)# monitor session 11 source interface fa0/9 tx
MDF-ROC3 (config)# monitor session 1l source interface £a0/19
MDF-ROC3 (config)# monitor session 11 filter vlan 1 - 3 , 229

MDF-ROC3 (config)# monitor session 11 destination interface fa0/24 encapsulation
replicate

fa0/19 Cm a5 5 505 ST 53 a 5fa0/9 I ead z LA S8l yic fa0/18 ) e 2l 5 S8l 5 Jle () 0
il Sl (555 1,2,3,299 slavian Sl il paddie 48 ) shiles 368 (o« Jbu)(Trunk Port) fa0/24 < s 4

&_\.u\ 0%
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SECURITY

RSPAN Configuration

S Aa i ) Je 4

-

Example 1-5 RSPAN Configuration Example

IDF=-SYR1# config term

IDF-SYR1 (config)# wvlan 199

IDF-SYR1 (config=-vlan)# remote span

IDF=-SYR1 (config-vlan)# exit

IDF=-SYR1(config)# monitor session 3 source wvlan 66 - 68 rx

IDF=SYR1 (config)# monitor session 3 destination remote wvlan 199

INow moving to IDF=-SYR2:

IDF=-SYR2# config term

IDF-SYR2 (config)# wlan 199

IDF=-SYR2 (config=-vlan)# remote span

IDF=-SYR2 (config=-vlan)# exit

IDF=SYR2 (config)# monitor session 23 source vlan 9 rx
IDF=SYR2 (config)# monitor session 23 source vlan 11

IDF=-SYR2 (config)# monitor session 23 destination remote vlan 199

INow moving to MDF=SYRS

MDF=-SYR3# config term

MDF=-SYR9 (config)# vlan 199

MDF=-SYR3 (config-vlan)# remote span

MDF=-SYR9 (config=-vlan)# exit

MDF=-SYRS (config)# monitor session 63 source remote vlan 199
MDF=SYRS (config)# monitor session 63 destination interface fa0/24

MDF=SYRS (config)# end

Gyl 590 b vlan rl. S (e <o 23 remote span vlan Olsie 4 ) vian 199 gdse 4w 8 5 YU ISS
(allowed). 28l 438y ok a5 8 sl e 3 trunk sla

A gh oo Jle) (remote vlan) vlan 199 4x vlan 66-68 ) 5250 <SSl 55 J o) g g o
sl e dwl vian 199 4 vlan 11 ) 2 s03 5 2505 S85 svlan 9 O sas)s Sl a0 giisw 2

S e Jl ) By sinile g fa0/24 S5 40 1) vlan 199 <SGl 55 a s g s 3 Uilgd
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ERSPAN Configuration

Example 1-6 ERSPAN Configuration Example

ASR1002 (config) # monitor session 1 type erspan-source

ASR1002 (config-mon-erspan=-src)# source interface gig0/1/0 rx
ASR1002 (config-mon=-erspan-src)# no shutdown

ASR1002 (config-mon-erspan=-src)# destination

ASR1002 (config-mon-erspan-src-dst)# erspan-id 101

ASR1002 (config-mon-erspan-src-dst)# ip address 10.1.1.1

ASR1002 (config-mon=-erspan-src=-dst)# origin ip address 172.16.1.1

INow for the configuration of the Catalyst 6500

SWe509 (config)# monitor session 2 type erspan-destination

SW6509 (config-mon-erspan-dst) # destination interface gigabitEthernet2/2/1
SW6e509 (config-mon-erspan-dst)# no shutdown

SW6509 (config-mon-erspan~-dst) # source

SW6509 (config-mon=-erspan-dst-src)# erspan-id 101

SW6509 (config-mon-erspan-dst-src)# ip address 10.1.1.1

) S e Jlu )l 6509 gt s gig2/2/1 Sy 4 1)) gig0/1/0 Cysr 50 2505 S8 5 ASR 1002 sy e gl 0
3935 GE2/2/1 S5y 534S (S ) sivle 2 55 (e ) siiile 025 4l € GRE Lo sy daw 5 4S 6509 g s Jaws 53 Sl 53
203l & (L2-L7) Vo i il a8 JSeaHla

Catalyst = 02 (ined 5.3)03 392 5 ASR1000 s sl sy )2 4S Gl (5 )b 03by L1 JOS-XE 2 ERSPAN
Agh e Sy 36500, 7600

S ol () g3 (e ) siwd 3 SPAN,RSPAN,ERSPAN 2 Sdac (s )y (5! 5
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Example 1-7 ERSPAN Verification Example

== e g
ASR1002# show monitor session 1 \ A

-

o ]

Session 1
Type : ERSPAN Source Session
Status : Admin Enabled

Source Ports

RX Only : Gi0/1/0
Destination IP Address : 10.1.1.1
MTU : 1464

Destination ERSPAN ID : 101
Origin IP Address : 172:36.1.2

Virtual Switch System

Y 2483 Gayg e 5 il lda oS )2 Reliability s Availability aseie 5243 3l 5 )5 ) sla 48 ala
28 Al ) redundancy Onl e JSG aiile ) 8 (e ASE o
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Physical View Logical View

Virtual Distribution Switch Virtual Distribution Switch
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g O ol VSS Cu e e g ) ) anilidine Active o) i 1) VSS 0 Lal zu s 1VSS Active =
Cupnde a2l edgm |y A 5 50 Y b S50 1) 5 Cu e (B85 5 Gl VVSS 5w Control Plane
Gl g (3l 23422 Management Plane 5 J s cla &\ 3

Active i 0 Jli gle)) 2 U Gl VSS Active s (0 S S Standby @o s 44k 5 'VSS Standby =
= gla) Active 4 1) (S Sl i el g Cal 4l Sl 3 0 S forward Jsadie da cpe 3 Ll a gl jalda
A A

Virtual Switch Link

Uan 5 (A Sl 3 JU) Caga VSL )3 g8 (e 028l VSL (Virtual Switch Link) ) gt s 53 O Jals ) Giga VSS 2
VSL Juals 2y o« )y Port-Channel <o Ji&is 48 Gig el S ) Gl (g) Ao gane A0 gl e palEL Fhem 53 On
Db e Jl )l S 55 YL Cusl ol L Management Traffic s Control Traffic 48 caul ) 438 4
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Virtual Switch

-
- -
- ..
- -
- -
- -
- 2
- -

B 2 | Bl
Chassis 1 | ' ' :2 Chassis 2
sy

- -
Sa -
- -

- -

-~ - -

- - --

e e e i

Virtual Switch Link
(VSL)

Multichassis EtherChannel (EMC)

S50 eI a) VSL sl ) Channel 534S il 52 (gl edby | EtherChannel 23 512 U il 55w VSS <o
0 Sosal Al sl L ) i e plate (e 4S S e it dae 510 4 Jee ) laal Cpled g e el (ol S
Adl

S 5 5 ol s 50 ) IS (5 3l g g (0 4S 358 e 438 (5 EtherChannel 4 MEC 28 43 a8 shila
4 Channel o) @85 D3l mi g 53 ) JSite (5 )las Tt 48 il )lagd e Ayl Access Tl o elan & o
23 8 e 5l s L Ll ) Failover s Load-Balancing 4 saie 5oad syl s 4 G (S8 &) suaa

T Al 58 e | ) EMC Slaaha®i ) (o) adgad p) o
Access switch:

interface GigabitEthernet1/1/1
channel-group 10 mode on

!

interface GigabitEthernet1/1/2
channel-group 10 mode on

Core switch:

interface Port-channel10
switchport

!

interface GigabitEthernet1/3/17
switchport

channel-group 10 mode on

|

interface GigabitEthernet2/3/17
switchport

channel-group 10 mode on
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Verify:

6500SW1i#sh etherchannel summary
Number of channel-groups in use: 3
Number of aggregators: 3

Group Port-channel Protocol Ports
—_——— ———t

10 Po10(SV) - Gi1/3/17(P) Gi2/3/17(P)
100 Po100(RU) - Tel/5/4(P) Tel/6/4(P)
200 Po200(RU) - Te2/5/4(P) Te2/6/4(P)

Switch12#sh etherchannel summary
Number of channel-groups in use: 1
Number of aggregators: 1

Group Port-channel Protocol Ports
—_— f———t——

10 Po10(SV) - Gi1/1/1(P) Gi1/1/2(P

VSS Configuration

asa s a8 iy VSS 31 4S10S s Wline Card 4 O e osdle .2 )y (a seada Supervisor 4 ki VSS adaii )
ra S el ) ) siaed ) )8 e Ll (6 8 Slas (el 5 ol (sl S i (6 0.0l
6500SWitswitch convert check vss-capable
This is a VSS capable switch.
VSL ports can be configured in slot: 4,5,6

VSS sl 1 el Al (uaeaii€ e Jee 34k b Stand-alone b guisw () sie 4 g i (i G e 6500 sl gt o
S anlatl ) M s Jai i

2 9d iadas 2t WWSupervisor o= Redundancy s (is 48 SSO 5 NFS sl )
A€ aalaii | Virtual Switch s Domain e _led

Abad adati ) ) 398 &Gy sr o el b Port-Channel (b 2 5,

.2 o Virtual Switch < 45 stand-alone <dla 1) (b

D WwN R

%b&@ﬁ))d\)d;fj%w‘ﬁ‘)}mddb

Stepl:
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6500SW1(config)#redundancy

6500SW1(config-red)#mode sso
!

Step2:

6500SW1(config)#switch virtual domain?
Virtual switch domain number

6500SW1(config)#switch virtual domain 100
Domain ID 100 config will take effect only
after the exec command ‘switch convert mode virtual’ is issued

6500SW1(config-vs-domain)#switch 1
6500SW1(config-vs-domain)#exit

6500SW2(config)#switch virtual domain 100
Domain ID 100 config will take effect only
after the exec command ‘switch convert mode virtual’ is issued

6500SW2(config-vs-domain)#switch 2
6500SW2(config-vs-domain)#exit

Step3:

6500SW1(config)#int port-channel 100
6500SW1(config-if)#switch virtual link 1
6500SW1(config-if)#no shutdown
6500SW1(config-if)#exit

6500SW1(config)#int te5/4
6500SW1(config-if)#tchannel-group 100 mode on
6500SW1(config-if)#no shutdown
6500SW1(config)#int te6/4
6500SW1(config-if)#channel-group 100 mode on
6500SW1(config-if)#no shutdown

6500SW2(config)#int port-channel 200
6500SW2(config-if)#switch virtual link 2
6500SW2(config-if)#no shutdown
6500SW2(config-if)#exit

6500SW2(config)#int te5/4
6500SW2(config-if)#channel-group 200 mode on

20



6500SW2(config-if)#no shutdown
6500SW2(config)#int te6/4
6500SW2(config-if)#channel-group 200 mode on
6500SW2(config-if)#no shutdown

Step4:

6500SW1#switch convert?
Check check if this switch and its modules are VSS capable or not
mode mode keyword virtual or standalone

6500SW1#tswitch convert mode?
Stand-alone stand-alone switch

virtual virtual switch
6500SW1#switch convert mode virtual

This command will convert all interface names

to naming convention “interface-type switch-number/slot/port”,
save the running config to startup-config and

reload the switch.

NOTE: Make sure to configure one or more dual-active detection methods
once the conversion is complete and the switches have come up in VSS mode.

Do you want to proceed? [Yes/no]: yes

Converting interface names

Building configuration...

Saving converted configuration to bootflash: ...

Destination filename [startup-config.converted vs-20110705-214318]?

*** — SHUTDOWN NOW —

S Jae Gy 26l 5 SSO O gle) L2 B g iedas mosw 3 0 PFC mode G )

6500SW1#show platform hardware pfc mode
PFC operating mode: PFC3C

2 o configuration <Sa )3 2l O ) pay zn g 93, 0800 () 1 | zuse Slalat® Reboot ) oy Js
A sdne s CtIVE

psd Gebe Configuration Gos gessa 3B anS e ealdiul ) H5iw 31 a8 Verification ) »

6500SW1#tshow switch virtual
Switch mode : Virtual Switch
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Virtual switch domain number : 100

Local switch number : 1

Local switch operational role: Virtual Switch Active
Peer switch number : 2

Peer switch operational role : Virtual Switch Standby

6500SW1#tshow switch virtual role

Switch Switch Status Preempt Priority Role Session ID
Number Oper(Conf) Oper(Conf) Local Remote

LOCAL 1 UP FALSE(N ) 100(100) ACTIVEO O

REMOTE 2 UP FALSE(N ) 100(100) STANDBY 4004 1462
In dual-active recovery mode: No

6500SW1#tshow switch virtual link
VSL Status: UP

VSL Uptime: 43 minutes

VSL SCP Ping: Pass

VSL ICC Ping : Pass

VSL Control Link : Tel/5/4

6500SW1#show switch virtual link port-channel
Flags: D — down P — bundled in port-channel

| — stand-alone s — suspended

H — Hot-standby (LACP only)

R —Layer3 S — Layer2

U—in use N —notin use, no aggregation

f — failed to allocate aggregator

M — not in use, no aggregation due to minimum links not met

m — not in use, port not aggregated due to minimum links not met
u — unsuitable for bundling

d — default port

w — waiting to be aggregated

Group Port-channel Protocol Ports
—_— + —+—

100 Po100(RU) - Te1/5/4(P) Te1/6/4(P)
200 Po200(RU) - Te2/5/4(P) Te2/6/4(P)
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CHAPTER 2

Virtual LANs and VLAN Trunking

Virtual LANSsS

fCuwa Broadcast Domain s see, 280 (o« Broadcast Domaincdaad cnl )2 g soa g (pl )

Broadcast- <Su o ai€ a cuily 0 1 Saa Broadcast 4S (sla sl&iws 4S 3 58 Cay gad shai) () 55 (e sl Sl 52
= Broadcast-Domain <S¢ i Jais hub 2a b SoaaS s 55ulS Ja ) 23 ) 518 Domain

0 Wl S e il o ) 8 Broadcast packet s Ldleidls das (b sisualS dia &1 5 g g a3, 2030
Jiso e eaiins Sy Broadcast-Domain <o e Ll Seaeadl 43l dga s jis) Sols mim G 534S ) ga
Ly i)y broadcast sls &G ) se o))

O nleaii€ Jua ) 1) Broadcast Packet sl sl yisulS o aS S ) 4aeadly )3 2155« Broadcast
A (A \JM.hJ)SJAQJ}\)ELEA

S gac | la il il ) galaad 0 gd e oaldiu) VAN b 4 (e ¢ JcBroadcast sla &S ana (ialS ) p
) o ) Jiw Broadcast-Domain <o Jsi 503 S VAN

L2 4¥ b ) aul g ai 8o Ledliaumna (e ) Calide VILAN 2ix 3 1) gt g So sla G 50 1) e yisadlS i
saliin) Calida |P i) ilide slaVlan ab Jhla (e 44005 e oliinl yig ) ) Ledl Jalii jf () 5 8k 4idly Ll )l aa
AEL (i a gy Sl aS 0 S el Proxy [P D) O 5 (ecad saldinl glus ) R g0

S Ll ) )58 e il Gl 000 Calise P g Ll 4a 5 ala 18 vian <Ko 52 48 a8ud JS 258 e s
Al el a s e aa IS cpl addl 4S5 Sealiinl i) 55, secondary IP il So gateway

Virtual LANSs

LAl el y aSed e Broadcast-Domain csdis O 55 (e ) des 52 0l pladl b
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S et Vlan g s 1)
S LAl VAN sme | 3a B gacmwv%ﬁ,_

st oa W Vian dad s, 2L s

Using VLAN Database Mode to Create VLANs
Wil e adi extended s standard 4tw 52 4048 250 2 4095 LV/an JS 2l
Asd e 1005-1 = (standard)dw s m) 4 3535w vian-database s )2 vian cale

Ll 22 aani proadcast-domain s 4 45 4S ain e ) 5SS 0

VLAN 21 VLAN 22
Subnet 10.1.21.x/24 Subnet 10.1.22.x/24

T ——————————— "

8L e trunk 4S 0/12 , 0/24 S5 a4l 48 8 5l Fvian 1 50 &) s des 48 00l e dasie ) IS5 0

! Below, note that Fa0/12 and Fa0/24 are missing from the list, because they have

! dynamically become trunks, supporting multiple VLANSs.

Switch3$# show vlan brief

VLAN Name Status Ports

1 default active Fa0/1, Fa0/2, Fa0/3, Fa0/4
Fa0/5, Fa0/6, Fa0/7, Fa0/8
Fa0/9, Fa0/10, Fa0/11, Fa0/13
Fa0/14, Fa0/15, Fa0/16, Fa0/17
Fa0/18, Fa0/19, Fa0/20, Fa0/21

Maenlinn man inn
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hias 2l gevlan database Jsiwe (38 a))s ) 2 sead enable s 2l s vian database 'L: vian sl )
oS e ety aAvian JSS diilecan a6l (e ﬁﬁae{?gﬁ’

Switch3# vlan database
Switch3 (vlan)# vlan 21
VLAN 21 added:

Name: VLANOO21

A0S ealdiul vian Cuma g ealie sl p Hsiwa 50 3 Ol 5« vian database ks 2

d}‘ J}lud

Switch3(vlan)# show current
VLAN ISL Id: 1
Name: default
Media Type: Ethernet
VLAN 802.10 Id: 100001
State: Operational
MTU: 1500
Backup CRF Mode: Disabled
Remote SPAN VLAN: No

ok (i 23 Wb pnaSvlan 21 win (e 4S ) shiled 4S 0800 e LB ) 22l SAVE Cumia s Cumia g ()55 (e st (ol
ROESTRCN A ST SRR SR
e sl
Switch3 (vlan)# show proposed
VLAN ISL Id: 1
Name: default
Media Type: Ethernet
VLAN 802.10 Id: 100001
State: Operational
MTU: 1500
Backup CRF Mode: Disabled
Remote SPAN VLAN: No

VLAN ISL Id: 21
Name: VLANOO21
Media Type: Ethernet
VLAN 802.10 Id: 100021
State: Operational
MTU: 1500
Backup CRF Mode: Disabled
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Ll padldie st Gi agAa pd jpivian 21 A4S ain w20 e Gl | sadi save 5 s

= Q&M}J}LJO&
SECURITY

-, L

2l dgas e 8y siwd 4w vian database buss 2

Switch3 (vlan)# ?

VLAN database editing buffer manipulation commands:

abort
apply
exit
no
reset
show
vlan

vtp

Exit mode without applying the changes

2pply current changes and bump revision number

Apply changes, bump revision number, and exit mode

Negate a command or set its defaults

Abandon current changes and reread current database

Show database information

Add, delete, or modify values associated with a single VLAN

Perform VTP administrative functions.

Agh e z A vian database ks ) 02 S save gsu :Abort
S« save yvlan :Apply

Asd i z A vian database s ) I 2S < save ) vian :Reset

QoAb 4 ol siae Sai vian < s e&-‘“ BEREC

Switch3 (vlian)# vlan 22 name ccie-vlan-22

VLAN 22 added:

Name: ccie=-vlan-22

2K e dee abort s 2l A7 landS Jasa ol 52

RAvVIaN sme 1) (e A Ol S e 35 n) s b

Switch3 (config-if)# int fa 0/7

Switch3 (config-if)# switchport mode access

Switch3 (config-if)# switchport access wvlan 21

Switch3 (config=-if)#

-~

z
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.23L .« Configuration Lase 53 vian s s gis s

arcLRIT

el U

D58 e aiale alalidl vian Ol O siae 1) o yinlevian o ciy et 5 J8 8 seanSisds ) JSE 4

Switch3 (config)# int fa 0/8
Switch3 (config-if)# switchport mode access
Switch3 (config-if)# switchport access vlan 31

% Access VLAN does not exist. Creating vlan 31

Tl sad aldle S0 Oy sa s vian 32 ) JSE ) s

Switch3 (config)# vlan 32
Switch3 (config-vlan)$# name ccie-vlan-32

Switch3 (config-vlan)# "Z
e o Vian of Al cald vian Sl jse e ) g e b sdd oald vian giae gl s ) (e i) 2
Ay gl

R2

O S vian 10 sae 50 gigw O (Sos g 4Sa Laih 8 vian 10 52 251 sy s Yo K4 D
Dgd Ca et miew 0d) o vian 10 Ak peediS e jse e ) 3l vian o S

Modifying the Operational State of VLANs

svlan-database % 52 j» 2 Alls 52 ol 4S csuspended s active @¥la il Glls g3 ) s 2l 55« aVIan

= active ol state 25 4dls sVlan 85 g iy G e 4 48020 58 (adbe 2l 68« Configuration mode
Al

Ll Gk oy e sl active e Ll cadly dial A5 e o 3lal vian o) Sl i suspend <l
2 5d suspend il s e ol 504 Vian <o

.Domain sl ;2 VTP Gk 3 .1
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VTP Giob 31 W g g b 40 JW8) 90 mi 5 550 locRl Cosaar 2
28 )8 ealiiul 55 5e il 55 e configuration mode s vian database 4 52 » )2 state suspend st

= o2l i Jocal @ s 4 Vian <o (28 Shutdown gl S Jocally @) s 4 Vian <o 028 Suspend
pseda 2 S | al Configuration mode 2 055 (e 1) st Gl e aSaa 98 e aladl shutdown st Lea sl
LS sLaE) a5 28L& gl Interface Vian s vlan 2 shutdown

25 = suspend s 45 vian 4l JS € 3505 ) state suspend Uiy 81 s

22 no shutdown _siwss )l alxasiS active <ocally s 43 sl 53 ) 523 suspend 4S vian <o S da
58 saliiul vian context L2 s configuration mode

22 vlan vlan-number state active siwy 3l ub ans yusd active <lls 4 domain JS s )il anl iy 8
.28 eldil vlan-database 2

:ﬁﬁ‘snaduﬁu\d&ﬁ?_)\gb%é‘)q&\ﬁ

Sw1i
%—éﬂ/ﬂ e0d/0

22 oo it CCIE 4 ), vip domain s e (=15, 10,20,30,40,50 slavian gbss 59 o8 55 Yo Jha 0

350 ) sA 5y Aag anS saalia | lavlan e Sal s 52 8 5 K
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) U
alalala

a

trnet-default act/unsup

LAUL o« active s o ead addlu slavian s

205 = o3 suspend Sl 4 Jocally &) sa a1 vian 10 <o i 5o Js

locally- <) sa 40 J) o 0348 Ay (0,280 (e asd Eigm 4 das je a5 sal 5 S0 b 4 Ja s je Jgl L peal
Asd e 0aly laishutdown
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.aon suspend <l 4 globally @) sa 4 1) vian 20 a0 55 ads

< b
ena

;qﬁqﬁg\j'}@ﬂyﬁﬁﬁbvlan 20 Cura g4l o

A WA YL Q) e A miisw 93 B )3 Aad

ad e aladl ) njel)y s ) S vlan Se oaS active ¢l e

£
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SECURITY

Private VLAN

= alida glavlan sac 1) &g g aidle e slavian ‘)Sc_:;bagﬁ_u)agmi;g\d\)g‘tsaﬁﬁ L DL
sl =) lvlan 4,200 S el yig ) jlab mt_.,mu.kgsj\»gq&&uwan U P S YRGA ENT RTINS

IP &b ae vian <o 52 ab 1) Cos o pnaan b | Ll i) o lal s 1€ Jada 058 sl (5 e c 1) Cuial
83l e

o @bl )l p o) s o« Private VLAN L2l 2525 Private Vian aU 4 s 58 eabe sl ba 5 YU &3S )
Sl Gy pae vian

i |y py JSG

Promiscuous

Pt __ sy

192.168.100.254/24

I,,[ \ \\\
| m Ry
: —— | — | |

|
: Isolated !
I | Community Community Community VLAN 199 !
E \VLAN 101 ) VLAN 102 \VLAN 103 > :
: |
! Primary VLAN 100 |
\ 192.168.100.0/24 ,’

~ ’/

Ll ) Sy e ) paites Primary Vian ot 4 Jal vian < siac 50 5 S0 g g 4 Joale sl 5 52alS ol ) 0
4 Ghal vian <o gsn ) ail s e S LS oaléiu) Secondary/sub Vian el 4 eseda ) abvian S o
.~58 secondary vlan sac | <alise sla siaw primary vian oL

A8 w51 92 )l Secondary Vian
B b s 4l Bl ) aaly anil 58 e 233k vian <y e 4S b i vian g 55 o) 52 :Community .1
A | primary vian s e (Ao, auS alagl Ll ) auil ¢ i lavian
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L 4S (ol s b (i 2l 45 Lol ) (5 500 s gt L 15 (oad (o @t VIan g 55 0l Isolated .2
L Isolated Vianess 34 7

) pme sl plun 21l 8 e S community Vian 101 2 A4S abun 4S Gl addd SIS YL S5
8L 43dls Ll 5 Community Vian 102 08 (oies b 23l 55 o3 5 20 1) Community

Primary L il 55 oo L 5203l dals ) ja atil 68 3 oo b 2t |solated VLAN 199 2 48 sl b Wl
y e..mm
il aiily Bl ) Vian

Promiscuous ¢f ab 48 & s (pl 2dlie Jeaie (gateway) R1 4 g sw sled s ) (oSe 2im (e JSG 50 48 shilas
Gk ) 5 213l aily s )l &y o) b 2l 55 e Private VIan ol sie 4es 48 il aSad 5 s Leiadlh oo
il asly Tl ) 48ad 5 Sy e o

Aa=d g «Secondary Isolated <.Secondary vian 22 n 52l a5 primary vlan < private Vlan 2
.Community «n-1

VTP 2l aioaliind VTP v3 ) S aS cusl o) o 52412 a5a s Private Vian pesas o Ko 4556 Sy
230 Transparent vt b g5 ol 0 Mode

w1y Secondary Vlan s Primary Vlan @) siws SaiilS o s 35 52

AccessSw(config)# vlan 199

AccessSw(config-vlan)#
AccessSw(config-vlan)#
AccessSw(config-vlan)#
AccessSw(config-vlan)#
AccessSw(config-vlan)#
AccessSw(config-vlan)#
AccessSw(config-vlan)#
AccessSw(config-vlan)#
AccessSw(config-vlan)#
AccessSw(config-vlan)#
AccessSw(config-vlan)#
AccessSw(config-vlan)#
AccessSw(config-vlan)#
AccessSw(config-vlan)#
AccessSw(config-vlan)#

AccessSw(config-vlan)#

name Isolated
private-vlan isolated
vlan 101

name Communityl
private-vlan community
vlian 102

name Community2
private-vlan community
vlan 103

name Community3
private-vlan community
vlan 100

name Primaryl

private-vlan primary

private-vlan association 101-103,199

exit
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AccessSw(config)# interface range fa0/1 - 3

. SECURITY
AccessSw(config-if-range)# switchport mode private-vlan host s o
AccessSw(config-if-range)# switchport private-vlan host-association 100 101
AccessSw(config-if-range)# interface fa0/13

AccessSw(config-if)# switchport mode private-vlan promiscuous

AccessSw(config-if)# switchport private-vlan mapping 100 101-103,199
1S el Ol 58 e )y s ) 3 Verification ) ox

AccessSw(config)# interface range fa0/1 - 3

AccessSw(config-if-range)# switchport mode private-vlan host
AccessSw(config-if-range)# switchport private-vlan host-association 100 101
AccessSw(config-if-range)# interface fa0/13

AccessSw(config-if)# switchport mode private-vlan promiscuous

AccessSw(config-if)# switchport private-vlan mapping 100 101-103,199

saliinl aal 3 e il Primary Vlan 100 2 4S swSecondary Vlan s'» gateway o sie 4 SVI <o 3 S
raiS i Al ) st ) anS

AccessSw(config-if)# interface V1anl00
AccessSw(config-if)$# private-vlan mapping 101-103,199
AccessSw(config-if)# ip address 192.168.100.254 255.255.255.0
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VLAN Trunking: ISL and 802.1Q

Sl 5 ) sae o )lal el 4S CCESS Cosy Se n Gy R e ) Vlan Gein sie okl 4S Gl (S s trunk <o s
S S b g g SS9 Juall (gl ged g (e 02l trunk S s ) Rasu Ll g Bl ) ) ey w1y vian <o
28 oaldin) aCCess Jl e s trunk O 2sd (et Jaal p 4y 4y

ISL and 802.1Q Concepts
A (ol gl e Las 3 S ealdtud 802.1Q LISL e JSS5 ) (So ) Al Trunk S <SG alsdl )

= Sy | Extended 2 s normal s sals Ja e Jsea S 1) vian normal-range @ ) kaé S |SL
S oo Ais VEAN &0 50 » ) 802.1Q .S

AL« [EEE 2l 802.1Q s <l cisco ) » ISL

sl vian &S (o) Sl 84S 0 5h (adidie WS e e vian Gpis SIS s trunk sl Sad o
evlan o led O G 1528 e adlial OS5 44 L26 header < 4S S« 23l encapsulation ) ISL S
4ilal 4 B4 header <2 802.1Q (A5.35S (o a8lial ajd 40 Cul30 & sene 52 4S 2 trailer <l o Slascadls
Dl (o a2 ¢ <l ol 3Lau8 e )8 source-address alé ) ds tag ol an S e TAG O 42 4S 23S
b jatag eobed Ol sie 4 (o G 12 e Cul2 50 5 adl o« 802.1Q siad LI 4S 255 e A3 3 0x8100
b e 4 K

A e Slids o 31 802.1Q (s <2l asa s native vian ab 4 esede ISL 0

S Sl 80 e 5o MMie 353 i tag ol 4 trunk S ) se o8 4S 258 0 438 svian 4 Native Vian
Sl vian 1 o (e Gl 48008 Jlu )l K8 G sa 1 ansd Cran Gl )3 ) 55 (e 2egdi 1) K54S 230 sDevice

(3
Table 2-3 Comparing ISL and 802.1Q
Feature ISL 802.1Q
VLANSs supported Normal and extended range! Normal and extended range
Protocol defined by Cisco IEEE
Encapsulates original frame or ~ Encapsulates Inserts tag

inserts tag

Has a concept of native VLAN  No Yes
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S oo ol ) 802.1Q 5 ISL 2 b8 Dsldi ) IS s

el U

ISL Header CRC

i Key Encapsulated Ethernet Frame 4 bytes

E.. Topic 26 bytes

R ———

DA | Type | User | SA | LEN | AAAAOS3 | HSA | VLAN | BPDU INDEXIRES

VLAN BPDU
Dest | Src | Len/Etype Data Original
Frame
Dest | Src |Etype | Tag | Len/Etype Data | Fos | Tagged
Frame
Priority VLAN-ID
| TORC I A IO < VI |

Figure 2-4 [SL and 802.1Q Frame Marking Metrhods

3y native vlan s 2l 43l tag Wvlan 4 [SL 25k 802.10 U an)sia S)4S Gl (5 )5 pun 3 4355 Sy S0
88 sl vian dotlg tag native Jsied ) ab all aidly

ISL and 802.1Q Configuration
dynamic < 43 453l )08 trunk 4 Jaas static s dynamic Cosa s34 O)s5 (oo 1) g g

S @ geada JK 5 51 (pl2 b (e e3Wi) DTP(Dynamic Trunking Protocol) sb 43 (K555 31 244 trunk «
sl e o) S sl giism (55 5 Sl

s bang 5 s saWul switchport mode access Lsiwd )l i€ access | &g e 4l s
A8 e vlan So sac 1) & o) switchport access vlan vian-number

s W i€ wsaliinl switchport mode trunk L siwd 3 asStrunk s &) sea 4o ) Sl S 4S8 ) 0
e 55 @l pa.dynamic auto b <l dynamic desirable b il s (ia i &G a4 S gl g

@0 O 2 5 .access b 25l trunk 48 28 e paeai 3y 5 28 0 Bl K iyl b Cuna g 553 DTP IS5
haidy 15 ISL <ash 50 8 K1 ISL L 2sd trunk b 802.1Q 454 suecdiS w5 SIe 3w encapsulation

a3y gy 238G iy | DTP L a8 gy Qe sl 81 5058 o« ISL cencapsulation g s i

.l access
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SECLURITY

el U

fCuwus 2 Dynamic Auto L Dynamic Desirable < sdia)

o ke 230 Auto @5 K1 5 e dilie Cik L (negotiation) s S 4 ¢ 54 23l Desirable <5 S
;ﬁgo]&}@m 2L Auto lls ja sk o e K as Cul e _ﬁnegotiation@tj)ﬁdg&g_'qkuqsu
b e trunk

;S sl 1) Trunking sl sty ) JS& 0

Table 2-4 VILAN Trunking—Related Commands

{ Key
3 Topic Command Function

switchport | no switchport  Toggle defining whether to treat the interface as a switch
interface (switchport) or as a routed interface (no switchport)

switchport mode ... Sets DTP negotiation parameters

switchport trunk ... Sets trunking parameters if the interface is trunking

switchport access ... Sets nontrunking-related parameters if the interface is not
trunking

show interfaces trunk Summary of trunk-related information

show interfaces rype Lists trunking details for a particular interface

number trunk

show interfaces rype Lists both trunking and nontrunking details for a particular

number switchport interface

= switchport L 5.0 1P o 43 538 3 40¥ sy Soan daas 1) 2 40¥ &y 0 S ()58 (= NO switchport i b
PSS G 24 4,34V C,n ol

RS Cand ) 02l trunk (S Ss o5 = switch mode ) siwa b

A€ 0 e eyl L negotiation 4 g 5 x5 Sl o) - swtichport mode dynamic desirable
Aile o dilie sk 3 negotiation kiie Sl cpl iswtichport mode dynamic auto

255 e G trunk Ual s 1 Sl 04 5t ¢l L Switchport mode trunk

S e access ) Sad aa ) s (il 1 Switchport mode access

(ISL, 802.1Q).28 padia IS5 0 g 53 OV 55 (= L5t 02l b :Switchport trunk encapsulation
20 e clalad trunk sl O s sl il :Show interface trunk

A3 e ol 1) G e SQ Trunking <l s :Show interface type number trunk

L8 e gl ) Oy e S nontrunking s trunking 4 ks« > :Show interface type number switchport
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Not Configured

" SECURITY 7
radag a1y Y ISA
to Trunk

e FaonE?' Giort B Defautts to DTP Desirable
e -~ bl Mo

Fa0/12

Defaults to DTP Desirable E E Defaults to DTP Desirable

Does Not Support ISL (2950) Does Not Support ISL (2950)

Figure 2-5 Trunking Configuration Reference for Example 2-6

1S el i ) ) S ghisne 550 1) ) osie 3503
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Switchl# show int fa 0/1 switchport 'Q SECURITY
Name: Fa0/1 \%xh fo
Switchport: Enabled

Administrative Mode: dynamic desirable

Operational Mode: static access

Administrative Trunking Encapsulation: negotiate

Operational Trunking Encapsulation: native

Negotiation of Trunking: On

Access Mode VLAN: 1 (default)

Trunking Native Mode VLAN: 1 (default)

Administrative private-vlan host-association: none

Administrative private-vlan mapping: none

Operational private-vlan: none

Trunking VLANs Enabled: ALL

Pruning VLANs Enabled: 2-1001

Protected: false
Unknown unicast blocked: disabled

Unknown multicast blocked: disabled

Voice VLAN: none (Inactive)

Appliance trust: none

AL e 3AY D) G eall pe el 2 4Y O e 230 enable Ry ol ) G4y :Switchport
<l dynamic desirable il 3,080 (oo Gilai | Gl 028 Sl &y 1 555 4S 2% :Administrative Mode
Sl access lakl 248 s e Gl ) O 5 (285 0 Slee :Operational Mode

L) 5048 a0 e ol ) canl sk KoiilS 4S encapsulation ¢ s :Administrative trunking Encapsulation
Sl DTP L o gad adpda g 5o el o g 58 (Feo, 080 (e L33 | negotiate

«Cwl native bl j04S e gl ) ol encapsulation g s :Operational trunking Encapsulation
Aol asa s trunk Shal |

o bl Jlad DTP W 4S a8 e (L33 :Negotiation of Trunking

JgSSaJALL\Jﬁ)JJLJd‘.A
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Switch1# show int gig @/1 trunk

Port Mode Encapsulation Status Native vlan
Gio/1 desirable n-isl trunking 1

Port Vlans allowed on trunk

Gio/1 1-4094

Port Vlans allowed and active in management domain

Gio/1 1,21-22

Port Vlans in spanning tree forwarding state and not pruned
Gio/1 1,21-22

Cumaa g Status 0 s (e24 negotiate =) n-isl 1 encapsulation g s <Desirable | S 24 a8 Gl 2
LAY e Ol Cusl trunk A4S 1 Kl

Al g s el Sad ) as Javlan o lkd <l 'VIans allowed on trunk
LB e LB S Hse 4S Ll 5 e 4 s slavlan < :VIans allowed and active in....
Al prune s s active 5 ool Jse o)l 4S slavlan < :Vians in spanning tree forwarding. ..

1) ald S yiag )5 ssla anlsin K Jdsan glloweddrunk <ad s, vlan 4e (o G O sa 4
:a.g.'\s‘_,’_nodui..u\ ) sl j\ ﬁ_):&_a

is port is in trunking mode

S5l vlan O Gl o) s e

S 4dlal il 4 s vian G cual 4 Ol 55« jadd
WIS e lan a5 jlal lavlan 4es call

AES (oo )l Gl 2 4S Ll s avlan 4es :Except
.svlan z=» :None

A e @ada Gl ) a& vian :Remove

1283 e b Ll Glad e LI trunk sle sl S gy ) shed
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Switchl#
Port
Fa0/12
Fa0/24
Gio/1

Port
Fa0/12
Fa0/24
Gio/1

Port
Fa0/12
Fa0/24
Gio/1

Port
Fa0/12
Fa0/24
Gio/1

show int trunk

Mode Encapsulation
desirable n-802.1g
desirable n-802.1g
desirable n-isl

Vlans allowed on trunk
1-4094
1-4094
1-4094

Vlans allowed and active in management domain

1,21-22
1,21=22
121=22

Status
trunking
trunking

trunking

Native vlan

SECURITY

Vlans in spanning tree forwarding state and not pruned

X2 =22
1,2 =22
X2 =22

220 o5 ) S disable 1L sl 81 5l Jlad (8 Gy Sy sem 4 DTP US55 88 50 084S shailes

#Switchport nonegotiation

ot e oaliiud

Gl Sl WS (adidia |l s trunk L aCCesSs (s ¢ sea 40 Sl ja 55 albean S disable |, DTP S

Asd o0 4ua i access sl Kl

WS addecdiS Guad trunk ) 26 4S8 ) JB ) encapsulation g s ubewiS o« Jé | nonegotiate #s

S e odldinl ) W) siu ) el G i) So ) 4 b global @) sa 4 DTP 2 S dee saalin ()

#Show dtp

#Show dtp interface f0/0
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Table 2-5 Trunking Configuration Options That Lead to a Working Trunk

T eal g SlalS AS a0y e LS 1) Sl SG Gl b 2 trunk g /_.:)':\.'1)3‘}

5/
v SECURITY /)
S i

Configuration Short Name Meaning To Trunk,
Command on Other Side
One Side' Must Be
switchport mode  Trunk Always trunks on this end: sends On, desirable,
trunk DTP to help other side choose to auto
trunk
switchport mode  Nonegotiate = Always trunks on this end: does On
trunk: switchport not send nor process DTP messages
nonegotiate (good when other switch is a non-
Cisco switch)
switchport mode  Desirable Sends DTP messages indicating On, desirable,
dynamic desirable dynamic mode with preferred auto
trunking, and trunks if negotiation
succeeds
switchport mode  Auto Sends DTP messages indicating On, desirable
dynamic auto dynamic mode with preferred access,
and trunks if negotiation succeeds
switchport mode  Access Never trunks: can send a single DTP  (Never trunks)

access

message when entering the access
mode to help other side reach same
conclusion, ceases to send and
process DTP messages afterward

switchport mode
access; switchport
nonegotiate

Access (with
nonegotiate)

Never trunks; does not send or
process DTP messages

(Never trunks)
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Not Configured
to Trunk

S Fao y — E?Defaults to DTP Desirable
.ﬁ’ S Supports ISL or .1Q

SECURITY

&

Fa0/12
Defaults to DTP Desirable g Defaults to DTP Desirable
Does Not Support ISL (2950) Does Not Support ISL (2950)

Figure 2-5 Trunking Configuration Reference for Example 2-6

o= trunk 1) Sl S &) a4y geaiiS disable 1) DTP @isw ) Sl jig 3S oad Sliidy DTP i) os>
w23 ) vlan ol )2 encapsulation ) 2 s a ) = subinterface Sevlan o GV 4 sis) s pameaS
Routerl (config)# interface fa0/0
Routerl (config=if)# no shutdown
Routerl (config-if)# interface £a0/0.1
Routerl (config-subif)# encapsulation isl 21
Routerl (config-subif)# ip address 10.1.21.1 255.255.255.0
Routerl (config-subif)# interface £a0/0.2
Routerl (config-subif)# encapsulation isl 22
Routerl (config-subif)# ip address 10.1.22.1 255.255.255.0

a8 Al ax 258 3 Sl gy tag osv vian Se sl S da
A58 e 3l switchport trunk native vian vian-number Jsiw 5533 g0 S (555 0 g g )2

encapsulation dotlg _siw subinterface 45 (Saca S S Gl Ol (e Gab 9040 S8y 55 2
= Jl tag Osy S8 G eea Gl 3 ¢ a0 & g 1) O [P 45l b ax€ 35l 1) vian-number native
A
Routerl (config)# interface fa0/0
Routerl (config=-if)# ip address 10.1.21.1 255.255.255.0
Routerl (config-if)# no shutdown
Routerl (config-if)# interface £a0/0.2
Routerl (config-subif)# encapsulation dotlg 22
Routerl (config-subif)# ip address 10.1.22.1 255.255.255.0
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802.1Q-inQ Tunneling ECURITY

gl )y Ky slavian <l g il 41l Ll aa b provider Gisb ) aial s Ethernet 4% 52 48 58 5
Metro s Gl 4 258 (e oaldiul 50 0¥ Lol ) (5 ) 8 G IS5 ¢l ) Service Provider s «aiil

52 4S VPLS,EOMPLS,802.1Q-in-Q 2ile 3513 35n 5 (ol Ua ol 5 (A3 (s & 55 () 5V .2 K (o« Ethernet
2002 = 802.1Q-in-Q 4 ks 5 23l « CCIE Service Provider o2 4 dag e Js) 2 5e

A gd alad) JUE) ol BIPJSG 5 b4 23k 90 4 &) a4 customer b provider bls ) 4L lavian JEs )

O JSie o (S el B e waliind vian 10 <Sd) s JEl 6) o provider ) customer 48 xS (b Ja
saudlavian 10 D customer o) seadl aiihy | Gl i Jlu )l amd K customer SeaS agd e el S
LSl asih ) vian o <Sadl i Jls ) aal

G A ) ) 4 (e 0S e aliin) Double-Tagging #b 4 o« wi%w ) service provider «JSe o) da )
A (e 48l a4 a0 tag S

SP:
Customeri: VLANS
Customer2: VLAN 6

Eth. VLAN Data Eth. VLAN Data
Header | ID 100 Header | ID 100

> >
>

Eth. VLAN | VLAN
p— Header| D5 |1D100| D22 p.—""
VLANs 100-1“5 57 /

\
e ===

y.— Eth. [VLAN[VLAN |
C2-SWi1 Header| ID6 | ID 100 C2-SW2
VLANs 100-500 >
> >
Eth. VLAN Eth. VLAN
Header | ID 100 Data Header | ID 100 Data

Figure 2-6 Q-in-Q: Basic Operation

tag Lol s Lla a8 ) S wediul tag 6 ) customer 2 ¢)_» stag 5 ) customer 1 ) » Yb ppal yo
) siy ey 8 AS ) JB e gl e JEi provider 45ad 3 a5

rui e omlia ) 802.1Q-iN-Q KuiilS o gai )
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SP-SW1 (config)# vlan dotlg tag native

SP-SW1 (config)# system mtu 1504 ! Applies to 100Mbps interfaces

SP-SW1 (config)# system mtu jumbo 1504 ! Applies to 1Gbps and 10Gbps interfaces
SP-SW1 (config)# vlan 5

SP-SW1 (config-vlan)# name Customerl

SP-SW1 (config-vlan)# exit

SP-SW1 (config)# vlan 6

SP-SW1 (config-vlan)# name Customer2

SP-SW1 (config-vlan)# exit

Sl sl (Sl 3811504 4 )5 MTU LlSs s s agdad oLl WS e bl lavlan 4ea ) 1 ) tag CAsl J ) Jas

O Gad Gy )laie 0 e padilia | by OS5 S e Culed « MTU ( Maximum Transmission Unit )

D oRsla () Gl 58 (e 025 8 mijd ana 4 803 4 byte ast tag Dbl YU Jle o (JJs.caul <l 1500 byte
AR e il 11504 1), MTU Ll Fragmentation

S Gl il g i Aa i L aS Al e el Sl g 50 50 Gl Gadilie 30 O g 248 shailas a g0 dad o las Ll
S S 4HYL sl e )

SP-SW1 (config)# interface FastEthernet0/1
SP-SW1 (config-if)# switchport mode dotlg-tunnel

SP-SW1 (config-if)# switchport access vlan 5

SP-SW1l (config-if)# l2protocol-tunnel cdp
SP-SW1l (config-if)#$# l1l2protocol-tunnel 1lldp
SP-SW1l (config-if)# l2protocol-tunnel stp
SP-SWl (config-if)# l2protocol-tunnel vtp

sl oad eala 30 service provider 45 ) 3 i 2 4 (e sl Sl e o Jla) Yl G 0

VLAN Trunking Protocol

s «Domain <. b jy Vlan sprdcciaalag) Giga b mi w55 s IS pale Cu e SO VTP alal G
bz dad 5 ) Lvlan 48 G a3V Ko Sin 23l e 4S8 s e VAN Sl L (RS (ina
534 IS5 SQAS VTP 258 (oo Jlae ) U g Bandr 5038 3y it s S0 (550 A5:bieai€ 3y (i &) gaa
258 alad sla misw 431, VLAN ID, VLAN Name, VLAN Type dad 5l WVLAN ool )3 Sledlal cadly o«
= AdvertisecAccess Sl 55 VTP 1 et sl Jitie Trunk Sl 50 2l Wis VTP gl &Sy a8 (e Jla )
RS
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L g e el 4S 30 e 43K (5] 53 5350 43 VTP Domain.2ss Wil VTP Domain ab 43 Aseie b Canl yigy )il
39354 aSad e a0 R Jlie ) sie 4 isd ez R ) ) 5 isd e Jla ) 4ialy las e s L sl GV TP
4 sy domain-name adaii (s @l s 53,393 oad Sl 803 4kala 45 4ialy S e Maleandly 43312 VTP Domain
A e S A g 5 b al VTP

DS Glite dadn R VTP W G55 0 D miS oo Cania 291 b G505 3)se o 1l A3L e G5 4w sl VTP
S

Server .1
Client .2
Transparent .3

IhaVian 58 o« 250 Server 2% 0 aS (sl |y Vian o owed 5 Gadaeali s jlal i g 2a i) 3 :Server
Flisme (B 9.0 9 e ol 3 o gmse Kan 4 Trunk Sl Gask i oOle) (), 2S (Advertise) odle! b g s Koo 4
a5 Advertising cubld aa g g ool @l s 53,38 0 caai | WV]anas o <él 2 1 Advertisement o) Ses

ASah ) a8 2 pd e Mgidin 36 e s aad flash s vian.dat oU 4 L cleDal 24 ol 32500 )5 Listening
il 43ils Redundancy ': VTP Server s Jilas

il Ul 5548 G ld o) et e Jae 5 diile Canya 303 SaiilS Client Mode e 48 o2 s :Client
5 s ) oad Jla)IVTP Gle Ml 45 a8 5 cadly 43dly Advertisement s 358 oo (A5l ), V]an )2 s
svlan.dat b 4 (L s cledal ) e aiile 30038 Gl 028 Guai | Ll Sl Gy sea o Baas (58 W g g
el w0 dd flash

s S b siead advertise e Dl a3 gl e 433l Jocally @ s 4 WVIan 2 ¢l 2 Transparent
dsas 2 Ol LA VEP VL, V2 ) kil S0 e Forward Switch 5es i) 1) Ll (J s i i | )
= (Relay) 2 )i g swed g g g (pald Glad 43ha g0 ye 28 (0 il 248 3G SIVTP VL o 48l o 5 cala
NS e O sla 42 52 S Disable 25é i ) VTP 48 28l Gledly ad 4351 5 Cud s ol VTP v2 504800 <
13 aalal 534S 2 S off 1l o) 58 (a9 oyl JSiia (0l B 5505 VTP )2 (Js.2 S salaial Transparent mode
Aigh a0 p2I NVRAM L2 a2 svian.dat did 52 aa 25 )l s vian <leSUal ol aal sa i 68
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VTP Process and Revision Number

SECURITY

K“ [j (1) Add New VLAN
s ey
! i Rev3 —» Rev 4
1 Topic P @
—|=/f
(@) Send VTP Advertisement VTP (3 send VTP Advertisement
Server

VTP yp— p— AL
o P P O
@RevS—-)ReV‘i @RevB—)Rev4

(® Sync New VLAN Info (5) Sync New VLAN Info

Figure 2-7 VTP Revision Number Basic Operation

VTP SS9 Lol jea o jled o) 280 (o VTP wslin ) 2 Sequence number <. &85 53 Revision Number
22538 O 40 S incremental <o aevlan ol 53 s s Ssea 4o jled cplasd e bl 01502 sl
Dlie i i of Hlie 10K e S )3 Revision number 1aileai€ ¢l j0 VTP @S S oo s 85,258
ot 8 43 253 e oS (O Jhaie &I 5exiS a3 ) aliy 20 (s sbua Jlaie Gyl S) 23S0 a1 iupdateas Giasa
O Ak G VTP )2 ol (Sena 48 ASiia Lal i 8 (e 0t 4y sl (5] 0 23 aliy (353 5 83 (o0 g Ol 2
B0 AS 48 258 e Caely JSlearS 4l 25 1 Y revision number b Sy S g s Casl (S 4S S

a0 1l 28 SLSGeaS 4g gl s 038 2005 S i IS il 31 S la () n S update sbidl 4 1) 53 Ganli Lead g
Sl e 4dnes Transparent 2 2 Revision Number it | ol Huas Transparent

a3 ) B WA 0 VTP ) SleDlal 2l 68 e ) s

Switchl# show vtp status

VTP Version capable : . to-3

VTP version running S |

VTP Domain Name : CCIE-domain
VTP Pruning Mode : Disabled

VTP Traps Generation : Disabled
Device ID : 0023.ead4l1.call

Configuration last modified by 10.1.1.3 at 9-9-13 13:31:46

Local updater ID is 10.1.1.1 on interface V11l (lowest numbered VLAN interface
found)
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Feature VLAN:

VTP Operating Mode : Server

Maximum VLANs supported locally : 1005

Number of existing VLANs : 7

Configuration Revision 3 2

MD5 digest : Ox0E 0x07 O0x9D O0xSA 0x27 0x10 O0x6C 0xO0B

Ox0E 0x35 0x98 Ox1E Ox2F OxEE 0x88 0x88

VTP mode, VTP version, Revision Number, VTP il 55 o Gl (adiie 4S8 ghailaa YU sy a2 0
Aol )y L 52550 slavlan 2axicPruning

a0 Galaid) VTP 4 Domain name il 58 o ) ysiwa b

Switch3# conf t
Enter configuration commands, one per line. End with CNTL/Z.
Switch3 (config)# vtp domain CCIE-domain

Changing VTP domain name from NULL to CCIE-domain

AU b S Jlu )l VTP &8G a8 () o 200 s W e g a8 (61 0 5,080 (oo NUIT L o) g 48ala 6l (a8 iy s 52
2l 3 1) DOMAINMISMATCH alay &) seaid jue 53,230 Gluss Ledl 4ala

AL 1, 485 G .2 S saldiul vEp version version-number L siwss 3 Ol s oo atiS ase 1) VTP Os al s S
AL LSy W s das 590 VTP 0505 aledialy G 534S a4l Hhals 4

S w3l vip mode {server|client|Transparent} Jsiwy ) gbsw So e el ) p s

4, 4S vtp password password sied )l 3sa s Wz s gu VTP Lo Authentication ) s 8 ) siws
oo S L gl g G MO i D) gem 40 Lo sasy 208 G s it (o il 512 2 5my S O (o0 O Ay
O sk 6l 1) 3 s 03l 21 85 e 35S 3l 5 ShOW VEP PASSWOrd siss gisw 253 555 8 (s 2isd
oS Jled =i 595 ) Service password-encryption b sl

s e 0dliiul dbn g o3 Hlea HIVTP V1,2 )

Summary Advertisement .1
Subset Advertisement .2
Advertisement Request .3
Join 4

O dm Gpiaed 5000 e Jlu ) 4380 =0 4 VTP server , client b 5 slaw ol :Summary Advertisement
vtp domain- 25« 3 SleDal by cpl 2 93 (0 Ja)) i server busi vian database o owsd »

MD5 password <Update il 4 bs » time Stampee2i€ update ¢ Al <usacrevision number<name
S <5 advertise L vlan-database - () .\asubset advertisement alaxi
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237, vlan data-base 2 onad 4S Sl vip server, client b 58 4S slan ol :Subset!Advertisement
= Subset advertisement b S, 2350« vian-database s siss plad (s gla abay (pl Jained Yol o« 234
Aol A5 s ) vlan-database a6

SV Jle)) cnh b aSea sl Jlayl il 55w client a2 5 server b si aa i slaw () :Advertisement Request
restart « client <o 48 358 o i) (Sl alay () 23S w1 vian-database JS L s Gl 2 53 2 63 adliaa
Summary advertisement 2ben S client L Server <o 45l b 5 a5 client gbse So 2 S (B Laasd

il (i A revision ) JR 5 of revision number ldie 4S ai€ ¢l

by () Jas 3,250 Jled VTP Pruning 48 255 (o« Jlw ) 435 6 s client s server b si Sl ol ool 1Join
cvilan alaS xS e aBle) adl g 50 23S Gdh jy i ) alaS 5 2 Gl Al | vian plaS Sl 84S A o adida

AL e unused SIS 5 active

VTP Pruning

Loz g olad 5 e 9 0 Advertise 45l o lavlan sl 4 b g je SleSalianiS o Jlad Wy mi g 59, 1 VP B
O sme Gl g ) alSae 48 3l 2R iy 3 1 sVIAN (3 1S (b Jla 25K e il a1 e SUal o
vian o 4 da g e Sl g alad dgeajlxivian o Cugiae 3 (S s g 4G L gt sa (1081 e (Al 4a st vian

Al e JS 4 VTP Pruning 48 Culail 50,0 o il j2 354 trunk Sl 55 1)

O seme (A ) s L aS S e | (Sl Cal 8 )3 Tl e s Oleari€ (e Jlad 1) pruning o2 50 B
faay e alail )y IS ol 4_355% o Wladbivian o el Sl b ) see e po Laadbvian

O3S (o Jl)) ) 253 Gl s 53 Eligible List ol 4 iend (550 ) gisweasS (e Jd 1) pruning gos« s 85
= edit Sl cl pruning o Jd Sl sl asa 53151001 B2 slavians sled ) (a8 i & gea 43 Canadl
D5 () (5,08 e emlie ) 21, pruning ol dlad st asd e ids o) ) 55 em e slavian s asd

Agh e al pruning 45ad JS e sl Jlxd Server ¢

#vtp pruning

S8 ealdind ) ) s Sl Ol (e D ol Gl 3 s )

when this port is in trunking mode

vlan B a_S ealdiul gadd L siws ) vian <o a8 4dlal ) b g S paddia |y vlan @ S YL Hgies jo ol s e
sy svlan @2 none 4 S S saliinl remove 4w X ) vian g GaS <ada gl 5.0 08 ddlial Cad 43 s
Al )i cud 50 ) s slavian a4 bvlan 4e o) s except 4u S b s a8
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SECURITY

Normal-Range and Extended-Range VLANs

24 L la g g o ol A SadilS Ji8 aa cpl 3 Shal g0l el Jaia vtp _» Extended-Range, vtp _»
A e omlia |y VAN 4z 5 dsas o il e KaiilS JW6 Transparent

K "™ Table 2-8 Valid VLAN Numbers, Normal and Extended N
§ NOy
"-...T°P'° VLAN Normal or Can Be Advertised Comments

Number Extended? and Pruned by VTP
Versions 1 and 2?

0 Reserved — Not available for use

1 Normal No On Cisco switches, the default VLAN
for all access ports; cannot be deleted or
changed

2-1001 Normal Yes —

1002-1005 Normal No Defined specifically for use with FDDI

and TR translational bridging
1006-4094 Extended No —
4095 Reserved No Not available for use

A e ealin |y calida slaas jolavian R B Jae 3w ) dsaa 2

Table 2-9 VLAN Configuration and Storage for VTPv1 and VTPv2

{ Key
i Topic  Function When in VTP Server Mode When in VTP
N N Transparent Mode

Normal-range VLANSs can be Both VLAN database and Both VLAN database and

configured from configuration modes configuration modes
Extended-range VLANs can be =~ Nowhere—cannot be Configuration mode only
configured from configured

VTP and normal-range VLAN vlan.dat in Flash Both vlan.dat in Flash and
configuration commands are running configuration!
stored in

Extended-range VLAN Nowhere—extended range ~ Running configuration
configuration commands are not allowed in VTP server only

stored in mode

normal-range s 2,8 = I8 NVRAM s transparent 3 ) » extended-range <) (aiic 48 ) shile
Aeh oAl flash Javian.dat Jé s s s NVRAM 2 a8
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Jé o standard-range« si (a3 s o padd Gad sd a8 SdilS Slal extended-range dserver 24 sl s
2K we i flash 2 vian.dat

) el 4idln glasy vian.dat s NVRAM <ile Dl 45 | ) transparent gsws o S aSal jal 4G
sl i W8 ol Gl o) 5 a0 e saldial vian.dat

VTP version 3

G O35 02 48 (SOSAe 5 Al () i 50 5 SO W s 4 Cuwi aS aS 23L o VTP S 0505 (esa VTP V3
MST s Private Vlans<Extended Vians il s3)) sa (55 () ool oaplids 3 g ) ) 350 252 0
Ll aga g Gl cnl vip VL2 L2 4Scan b advertise s Configuration

)2 palinad e aSab )l WYL Revision number L server b s client gbsw <o S8 5 VTP V1,2 2
Primary- ol 4 eseie b VTP V3 )2 JSuiie ol Lal b (e g ciia) (Sl G 0l 5 900 (e W g K0

I, vlan-database 4isls JS 52 2l 53 e 4S sl o s S primary server <o ol .l 225 s Server
Sl 50 e paS X e S) 4 26 vian-database s se 0 i laserver, client %S Jl )
base-mac address ule primary-server 4slid diu » 38 5 4 primary-server «4xlii s domain-name
= A5l e 4 vian-database Lo Sl pad o jlal 4S8 Gl o s el Primary gisd Ladh e primary s
A

Secondary o35 o OXVTP V1,2 e 3.2l o Secondary Server 1) 45as 2 Server sl g s S
= o= | primary-server 4ids s ks Ll 4Sh s <3 administrator « 1 vlan-database )2 s ol
Jvlan-database ) S <o lsecondary # s client ».x )lx |, database 2 swdojlal ju Client L2
primary 4ls s vip-domain b 81 s e 353 sla adbeas 43 15 Ll 5 05y 455 355 2 ), primary server
R4l 254 database YU revision-number b g sw <SG 2l s 558 VEP V3 2 (S Gl 4 server
b moee S L)) a5 vip password s primary server identityvtp-domain 48 i) sa 52 23 W g g
WSSO

283 e 7 Conflict 23l Jlasy primary server 4l cclient b s server sl gisw 3 jidu by 5 50 o S
el O 00 Wil )b Bl 81 iacai€ i syne s L 1) 255 database Wl wa ) Conflict W g sw on B

s ) primary-server i | .08 o s )8 sla 4503 50 b vian-database U5 (il ) asede Gl 280 Gl
€ wshare 1) database of 1,58 230 38 se primary-identity L 48 sl i sw 53,00 1) database o suss
primary server Olsie 41533 5,3 Huai ) 3 vian-database Yl 55 e 9d (o0 7 JA 4SS ) (e (B
B2 b asa primary identity 4S 2 e 4 sie 33 8 0 4508 4y 5, i Jalia 4505 434S e U adlledily o

o A 50 L 4gbisas Jau g3 250 43310 305 5 YU revision number ) s @ sia Gl e S W 4laes
Ll S ) globally @osa 4 b pald Sal S5 05 (o0 15 VTP V3 L2354

VTP version 3 Configuration

38162 005 DA VEP 4 Jlel Gea S8 A€ 8 e 1) domain-name b 18 VTP v3 ¢35 omed ab
2 e )y 055 2h W s sl (55 Gape, 2L e 55
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Switch3 (config)# vtp version 3

. SECURITY
Switch3 (config) # \. A
Sep 9 15:49:34.493: %SW_VLAN-6-OLD_CONFIG_FILE READ: 0ld version 2 VLAN configura-

tion file detected and read OK. Version 3

files will be written in the future.
il 90 g S S aile 0 server s client & <y el

Switch3 (config)# vtp mode client
Setting device to VTP Client mode for VLANS.

D b asyl Kacad ) sai sala Sl o )lal aniS gl vian Sq Al A e 023 primary s 4S e g (59
ton) IS aiile, axi€ iy jat )i 28 EXEC L2 vip primary

Switchl# conf t

Enter configuration commands, one per line. End with CNTL/Z.

Switchl (config)#$# vlan 23

VTP VLAN configuration not allowed when device is not the primary server for vlan
database.

Switchl (config)# do vtp primary

This system is becoming primary server for feature vlan
No conflicting VTP3 devices found.

Do you want to continue? [confirm]

Switchl (config) #

Sep 9 17:06:59.332: %SW_VLAN-4-VTP_PRIMARY SERVER _CHG: 0023.ea4l.ca00 has become
the primary server for the VLAN VTP feature

Dt e 358 sy RN (s IS o) L asl (e 3 s ) hidden 4a X VTP v3 sl culild ) S So
i saaldia B8 Lal 3 ) s a8 3L 25l 3 )5 8 show vip password
Switchl (config)# vtp password S3cr3tP4sswlOrd hidden
Setting device VTP password

Switchl (config)# do show vtp password
VTP Password: 8C70EFBABDD6ECO0300AS57BE402409C48

el primary s5 sai 3 ) s 03508 Sy SR 4 800 g se S0 4S Min e ) JSE 2
Switch2 (config)# do vtp primary
This system is becoming primary server for feature vlan

Enter VTP Password: <entering 8C70EFBABDD6EC0300A57BE402409C48>

Password mismatch
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PPPoE Configuration

SECURITY

pasa Gk ) LAN 45s G o i ealS dia Jlad) ) e IS5 5 9 S PPPOE( Point-to-Point over Ethernet)
e ) & la a8 JAls ppp ¢ ~ % encapsulation Cuslay Gials )l 4S shilea S5 ol 2L e
2K el i client Se sy 1) session edia el Sl IS5 5 ol e

DSL
cmm— CPE

= S =

B =

g—/
Access Concentrator
Multiplexer

Workstations

Figure 2-8 PPPoE Topology for Example 2-12

ASd G gea Gl 4o 5 29 (e Jeale [SP 4 5 2 6dae 3l ol ) EdgeRouter 50 PPPOE Client Yu Jsé
gl e dia o e Syl ) 5 fs ) Gy AN

S ) S 0 sy s |y PPPOE Client s Sy o s

EdgeRouter (config)# interface fa0/0

EdgeRouter (config-if)# no shutdown

EdgeRouter (config-if)# ip address 192.168.100.1 255.255.255.0
EdgeRouter (config-if)# ip nat inside

EdgeRouter (config)# interface fa0/1

EdgeRouter (config-if)# no shutdown

EdgeRouter (config-if)# pppoe-client dial-pool-number 1
EdgeRouter (config-if)# exit

EdgeRouter (config)# interface dialerl

EdgeRouter (config-if)# mtu 1492

EdgeRouter (config-if)# ip tcp adjust-mss 1452
EdgeRouter (config-if)# encapsulation ppp

EdgeRouter (config-if)# ip address negotiated
EdgeRouter (config-if)# ppp chap hostname Username@ISP
EdgeRouter (config-if)# ppp chap password Password4ISP

EdgeRouter (config-if)# ip nat outside
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EdgeRouter (config-if)# dialer pool 1 L\ 7
x\ SECURITY /f

EdgeRouter (config-if)# exit

EdgeRouter (config)# ip nat inside source list 1 interface dialerl overload

EdgeRouter (config)# access-list 1 permit 192.168.100.0 0.0.0.255
EdgeRouter (config)# ip route 0.0.0.0 0.0.0.0 dialerl
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Blueprint topics covered in this chapter:

This chapter covers the following subtopics from the
Cisco CCIE Routing and Switching written exam
blueprint. Refer to the full blueprint in Table I-1 in the
Introduction for more dertails on the topics covered in
each chapter and their context within the blueprint.

m Spanning Tree Protocol
m 8021D STP
8021w RSTP

802.1s MST

Loop Guard

Root Guard

EtherChannel Misconfiguration Guard
BPDU Guard and BPDU Filter

UDLD

m Bridge Assurance
m ErherChannel

m Troubleshooting Complex Layer 2 Issues
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CHARTER 3

Spanning Tree Protocol

802.1D Spanning Tree Protocol and Improvements

e dia Ethernet 45l )o Gl )0 (Sean 4 49 aiile G 3,0 Hl3 352 5 loop OBl (52 4Y)Ethernet sl 45l

Al (e 294 aSed )2 |00p W e 4ed I Sl e a2 5 28k 433 3 e s Broadcast Sl i S ) s
o 45l sl misw )0 Process s 45ad )y Bandwidth oad y GeliaS 55l o« Broadcast Storm 4 saie 4S
G a0 AL G Al Al 4 5,030 e 52 4Y 50 Joop ) oS sl ) Spanning Tree s .2 58

23 STA a6 4y (o) S 4S o) 45 Sl s maiasi 1) STP S o585 K108 1 alaal lOOP free e S s 5505358
A G 5 2 K 0 ROOE Bridge b 4x 258 (e Gaand aSad 50 | (leal adas S ol b s 434S 253 o | jal 480l
e Block clls 43 ) 2358 oo |0OP Slagl CaeliaS b Gy 5 20 R ey ROOE 40 Oy 51 e S Le e g
A aal ) JalS Glasia g dala) ja 80 e

J}JL_;A‘:\A.!\‘;‘A\JALMSTPMJ‘)&JJ

Root Bridge &l 1
Fus a ) n Root Port gwss .2
i s ) 4 Designated Port sl 3

Elect the Root Bridge
fCua Bridge ID Wl asd o« 43305 Root Bridge o) sie 4 2L 4l | Bridge-1D ¢ ieS 4S (oo s 480l

S
o .
o

2 Bytes 6 Bytes
{key yt y
"-._.TOP'C Priority System ID Original Format
’ (0 - 65,535) (MAC Address) Bridge ID
— — System ID
;Eﬁ:'% System ID Extension System ID Extension
of 40%6 (Typically Holds VLAN ID) (MAC Address) (MAC Address
Reduction)
4 Bits 12 Bits 6 Bytes

Figure 3-2 [EEE 802.1D STP Bridge ID Formats
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System ID(base mac s Priority alé s S 5 ) aiw o« 4S ) shilea original format Bridge ID -
Dlie 48 adiw 230 65535 B 0 ) 2l 58 o« Priority Ulaie,a 3 o« Bridge ID dslebcaddress)
base mac ) 2l s sbue 458 Gy a2 5258 0 SRS Root Bridge o sie 43 280 S ¢ priority
S unique b 528 b pasie jlate oz )0 4S 250 w0l gddress

alé 4 Jias priority A8 Cue s Gl 3,26l 355 4r jait (S 3)l0 5l System ID EXtension 4S8 s Cuw i 5o Ll
D e adlal Gl 4 (54096 e G sa 4 65535 M U 5 208 (0 g 8 0 D) priority.casl sad ) e
AL (e vlan i glea 30 System ID

= i 9 (3 ROOt ) s Cuglsh adly JieS Hlaia (l 4a 2,280 e priority Jlaie b Cusl) Caa 8 53 ja 50
21 aa) A il dalal 50 2L (0 PVSTH Gl 510 a0 84S ol age 50 4555 Gl S22 9

Determining the Root Port

= ROOt 4 (s ) (610 e (p i )0 danlaa 40 g 9 0 W i g pladcad (adlie ROOL Bridge ¢5sisss o 85
e e a0 &8s 4 dlaa gl e i3 Root Port o) sie 43 «dilay ROOE B 1) e (g yign 4S (3 50, 20iS
_ﬁ)\d)ﬁ R

255 e 4 BPDU ¢« STP Hello 4,38 (e 4xli2 ja e jo 3k )3 BPDU Jlel 43 g 5 05 25 ROOL (o3 5 535
O 690 Sl COSt O e € e by o | ) S0 Gl (g (B 258 (o Jlu )l b 4lesa 51 0 Cost 0 L <5 (il
forwarding Switch’s _ualie geaad o ) 8 CSG Ha )y daa Hlaie 5 23S e dea OS5 COoSt e L1 03 S il yo
aluad 4 a5 03 S (ase 255 ke L Bridge ID, forwarder’s port priority, forwarder’s port number
o il 28 Cost L LCOSE g sane 4nulae ) ae (p i it Block 48 (s Gy Ja 40 08 e Jla ) 258 sla
Sl 610 Cost e ) Kb 50 258 (e daulae S bandwidth o ) o Gy COSt Jlie, 2 5d (e (s
T ) alida sla

Table 3-3 Default Port Costs According to IEEE 802.1d

o Speed of Ethernet Original IEEE Cost Revised IEEE Cost
Togic

10 Mbps 100 100

1 Gbps 1 4

10 Gbps 1 5

565l a5 Oy O COSE O e cadly jid S G Bandwidth Jlsie 4 8 48 @ S 4 ) shaiy) o) sise
) i caalia puse 23 3 LCOSE 438

:J\J(@M)i@x@)ﬁM\)d&&\ndbd&dﬁ\gﬁ_}‘)ﬁ
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Root Bridge

COST 100

Path 2

Cost i 4sulas b gup, 2 1) ROOt Bridge 23l 5 (oo smas 53 ) SW5 e e 0aaliia YU JK& 348 ) ghailaa
9 42\;_).\\)4 1 HJ\oﬁ@MCOStEWJﬁA\‘):\_}_J.'\SGAL._\\A'BJ\ \_) 1 wc&&gﬁ\gd%wu\ﬁ
S e adidia ) 253 ROOE POrt &sea et 43 56 W migw K00 251315119 CoSt Jlie 2 jae

Designated Port s 4 o) syl 5 28 w0 2l )2 BPDU hié <ROOt Port 48 il aidls Hlala 4y aly | 4386 Sy
i e oaliia i)y QS 258 JSE ) 5o Al aalsd G O e i g 4wl 0 48 280 e
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Loop Design — All Port Costs 19 Unless Shown

Root Hello Cost 0 Adding my incoming cost
E no— E setting fields for forwarder’s
bridge 1D, port priority, and
= g swo | APk

DP | Cost 1 DP

Hello Cost 0 Hello Cost 19
Costout fal/1 =0 +
100 = 100; cost out

fa0/4 =38 + 19 = 57!

Fa0n
Cost 100 | BL RP|Cost 19

g? RP DPE?

Figure 3-3 Calculating STP Costs to Determine RPs

A )5 50 S0 g aS a8 da oS (e il o)) S5l GLCOSTE 253 Cs A ) s Yo da )
1S e 0dliiul ROOE POt lail (sl 50 5y sl el Jly Sl dayl 1 () 2,358 il )3 5l 0 Cost & BPDU

5w 4 S Bridge ID .1
(et Hpad B8 4S 250 (0 128 W &) 5 Priority g 8 Uiy O s 40) 028 3 y3S Port Priority .2
JEAS C'.U}.\ a)ba.ﬁ: 3

Jﬁhwdmﬁak_i_i.\ljdh‘\sMh@iﬁdﬂédﬁu_)ﬂédﬁwbdﬁu\u.d}a)d\.@.\f\ﬁ‘kﬂjd

SwWi SwW2

Sié o3

Determining Designated Port

PBDU Jlu) Designated Port 4iub 5. 23l 4idls 3 5a s Designated Port < b <idu a5 STP e )
Designated Port o) sie 43 38 o Jlu )l 1) jiS Cost L Hello BPDU 48 8k« Sy )2 adly 5a <l
Al Designated giss e G s aldi 48 du ) 4agi Gl 4 OV 55 e G258 (e AR

110 pal A e 8 QLS JUa L 1) ia

59



Loop Design — All Port Costs 19 Unless Shown

ROOt Tollo Cost 0 Adding my incoming cost
Cost 19 setting fields for forwarder’s
bridge 1D, port priority, and

Cost 1 DP

Hello Cost 0 [Hello Cost 19
Costout fal/1 =0 +
100 = 100; cost out

fal/4 =38 + 19 = 57!

Fa0/1
Cost 100 | BL P|Cost 19
p— Lk -
Faaie
Cost 19

Figure 3-3 Calculating STP Costs to Determine RPs

L4 zbse 5 CoSt 100 L 3 zisw J5eiS o Sl Hello BPDU a8 512 50 384 53 gism 50 O il 50
N 538 e padiie cudu il 0 Designated 1) 25 s Sl s Alie 3 3 2K e J )l Cost 38
Port Priority & 25 sl s 53 5,268 (o 4nlia Neighbor Bridge ID «xias sl a8 b i wCost
A5l on dulie dlsas Siygojladi g il O &) 5 4gles

3L o« Block Port < 4 Designated Port 4 s ©wwRoot Port 434S S s.Block Port «a = Wil o
il 3 BPDU s g 5 Ol 50,058 (o0 4508 )3 L00P S Sely Sl i Jl)l D) ea 534S Gand (S 53 gl 0
A i J)) (Jgeash e

Converging to a New STP Topology

Sl 4a 25 = A Stable @il ased By g 248 o« Stable s loop free @ sa 4 4528 STP ) ealdial b
2,5 o« o Stable cills 431 48s 45 85 STP 8l

‘S e 1) STP B i Stable ) &= i

S w Jls ) Hello BPDU (Hello Timer) 45t 52 58 5L )3 Root Switch .1

LIS e GdL Y 253 ROOt Port sy 1) WBPDU () b i s olad 2

252 Designated Port s ) «forwarder’s port priority, forwarder’s port number _ws )l a3
A e Jla ) 1

Db ad Jlayl O 3 (Js 258 e il 0 BPDU Block < sy 4

O 48l 5 o caas liadie L BPDU @il ;o by s BPDU @il j0 axe aiilaca s (5o YU L 13 3) So K1 Ja
€ el 1, Convergence, STP ol cn) ol 4138 7 )& Stable <l
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S P\ e Ry /
SECURITY

L

Loop Design — All Port Costs 19 Unless Shown

MAC 0200.1111.1111 @

i R My RP failed. | am
e E M E receiving no other Hellos.
| must be th t 1

LR Disabled Disabled must be the root now
ot Fa0/4

@ Hello Root = Hello Root = @
Swi Cost 0 Sw2 Cost 0
SW1's bridge 1D is better.
So I'm sending the
superior Hello on this
segment. | am now DP!

Fa0/1 Fa0/2
Cost 100

y-— y-—
-
0s

Hello Root = Hello Root =
@ Sw1 Cost 100 > € Sw2 Cost 19 @

Figure 3-4 Reacting to the Loss of Link Berween SW1 and SW2

<BPDU gz Root Bridge ) 4S 456 20 ) 2 2 gei g 6b o0 adad 50 5 S0 6l g g (e S YL JSE 2
Qg 58 e e ROOE 1) 253 G 502d z A Hlae ) ROOt Bridge 48 ase jS& ) shailea S0 il )
maxage- i il GBPDU g4 ROOt Jl 48 43l 20 o 43) 38 (0 4 i s 51 23a 4addia L BPDU Jba)
(< Hello Timer ) » 10 48 2y £ o« timer

05 s 58 (o 8L BPDU L2 ROOt Cliadii (33 5k 4a siacdiS o il 50 2 migw 5 BPDU 4 g s (upas
83 e 3 g 43 |3l Designated port(f0/3) Gk 3 1 slecisl 2 & sw 43 o) RoOt Port L

A€ e il 0 Hello PBDU 253 &Ger 50 8 (59 ) 4S 3 g gty (o0 3 s 40 4 it s <)k 5 BPDU Js
s ol (5 53 bridge ID @Il S (e il 0 4S G BPDU 253 Block ©osy 550 258 (oo pd 4 s
AiSae Js Designated port 410 252 Root port 5 « Root Port « 1, 252 Block

4 ), 255 Designated port «3S e Gdl 53 s i bridge ID L BPDU ¢ 3 giism <oyl ) Vs aS 4 5
2 g4 )y 3 iisn ) saii 4 K BPDU 5 .38 Jii Designated port 4 1 253 Root port 5 « Root port
A e Jl )

503 i A yra ROOE Olsie 40 258 s e e il 50 il 50 4 i ) 1 Bridge ID L BPDU ¢ 2 g s
A i Ju)) BPDU S 5 23S e Jaasi Root Port 42 1) 252 f0/4 &) s
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Topology Change Notification and Updating the CAM

SECURITY

dy Lo e 4S 41 o e ISCSaca Al CONVETGENCE 5 33 ol 1) 353 Claslaa o 53 45l L STP 454 ey
i) oo Jhe 1) J JSS aa 5l i a8 sl 0 2L o« CAM(Content Addressable Memory)

Loop Design — All Port Costs 19 Unless Shown

MAC 0200.1111.1111 @
l Root My RP failed. | am
ST A= @\ A=Y ) resing o over s
— | must be the root now!
R Dratied e Swa |
Cost 1 Fa0/4
@ Hello Root = Hello Root = @
Swi Cost 0 Sw2 Cost 0
SW1's bridge ID is better.
So I'm sending the l
superior Hello on this
Fa0/1 segment. | am now DP! Fa0/2
Cost 100
== ravs L
a0/
Cost 19
Hello Root = 3 Hello Root =
@ Sw1 Cost 100 Sw2 Cost 19 @

Figure 3-4 Reacting to the Loss of Link Berween SW1 and SW2

= f0/4 1) >4 @5 < 0200.1111.1111 mac-address ! » 3 i Convergence ) J& Jsb ool 2
b KoL /1 Gy 3 s o A Convergence ) as4S s  Cuil

YL g S e b)) 255 ROOL Port s 40 oLl ) g e TCN BPDU b 40 1) (b g g Sl ol 2
ey U IS 0l 83 (e 02t i i g 4y ACK S 5 28 (o0 Jlu ) 353 ROOE POrt b ) 10 2 580e 1) ol ol 4S
G O )2 5 28 e Jlo ) 48 sla gt o plai 5) | BPDU Ui ROO et g L3512 4wla) i 3 ROOT et s 43 alyy 48
= JalS 15 4406 300 ) 1)) 258 CAM Table el abuy ool dly po 5 aay W i g 4 23S st 1) TCN
A8 e A CAM table )2 gesa W e Gle) Gl 3 5,282




Transitioning from Blocking to Forwarding

aS e Gy ) emnndl (e 255 40 Stable 23w s 5558 e 5 w3 e 5 STP L2 Convergence 2 4S ()
) (A 28h Forwarding <lls o al 5 2 6d 0 &) s Root L Designated 4 Jaas ais ¢ Block cweay o
Learning s Listening <ila 53 &b 185 & sac o3k 53 208 (o 002 1) (Sl ok S s St (Al Sy e 4s o
Forward of 4248 3,8 e gle) 45 15 la cilla ol 51 S e 058 Forwarding s 2y e 5 31,380 1,

s e aladl 5 & Blocking 4 Forwarding ) <illa uss 43l oy £« Delay

QJJQGJJJGAJMJ\QJLSQdb%)dﬁ%wo&bm;%y\)k_i)‘ydﬁuﬁudud\;ﬁ)d&i)d
e e Qs e i b g3 b 5258 o« learn WMac-address s Gl

Key Table 3-4 [EEE 802.1D Spanning Tree Interface States
E'-._:r°pi° State Forwards Data Learns Source MACs  Transitory or Stable
Frames? of Received Frames?  State?
Blocking No No Stable
Listening No No Transitory
Learning No Yes Transitory
Forwarding Yes Yes Stable
Disabled No No Stable

Per-VLAN Spanning Tree and STP over Trunks

instance <o i Gzl agay Jliale S el 55558 S o lavian &l ) » 802.1D(Common STP) e
Aol dga g aSad o Jlad e SO L g agd e al A0l paVian S )

aS2d 2 instance Sevlan s 1)) 4 Ol s e PYSTH Lol 25540 JSiae ¢l da 61 0 S Jan 58 PVST Wl
Pl O U5 e U b Ssliie Root Bridge Saasd (oo Al Gsldie JiALs Sovian » ¢l 4 xS (e ) )

23k Forward 2155 o« 8 Vian ) _x «aul Block <lls )2 Vian < o) s 48 S S 3 S saliiil 4508 LSl
TS o8y Sl 4 Qe o)

802.1Q 4S Cuul () 2 )la PVST 48 ASiie e Wl s Block &lls 53 VAN 52 8 (sl e ey 4Sad )0 (Sl s
Ehom G0 R 5o S da ) JSde () S Ll Cai o plailind ) 5,8 (e Sy [SL ) a5 0€ e Sladidy |
RS el O ) O 55 (e S sl
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Root
VLANT1 VLAN2
AQ
FWD FWD
VLANT1 EWD FWD VLAN2
g VLAN2 VLAN1 E

Figure 3-6 Operation of PVST+ for Better Load Balancing

Win e 8 p) IS a8 shia 4S8 o Kool Common Spanning Tree ) ab Scww e sl g gu 3o W

FBI 1 53 A ) S Ol e

CST Region 1 H

e
g’ | CST Region 2
-

0] ’ Ao

Spanning Tree / \

= &=/

e SEE—
Non-native VLAN STP

STP only in

PVST+ Region PVST+ Region

.1Q 3

. SO
Non-native VLAN STP
BPDUs trunked, sent to
0100.0CCC.CCCD

-

w—/
CST Region 3 /

=
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PVST+ 248 cua sdestination mac address wS (o« eaalin YL JS& 24 0100.0€CC.CCCD w4l
, . At
e Ay o S e sla 450l sl mac address o2 s o« Jil vian s ¢l 4 BRDU Jlf sls:
WS el 8 dali ) e L CST 45l o Gk ) PYSTH 452d 52 &G sea (pl 40 5 236 o« unknown unicast

STP Configuration and Analysis

ra aalsa 301, STP lon Verify @l sies 5 e aalsa 15 STP SilS i J5ay ) Jbe o

Core Design

g7 Fa0/2 Fa0/ E?

SWi1 SW2
Fa0/4 Fa0/3 m
Fa0/3 Fa0/4
Fa0/
Fao/ Fa0/2

.
’ Fa0/4 Fa0/3

Figure 3-10 Nerwork Used with Example 3-1
TS e sablia S @it g 2 ) ShOW Spanning-tree root sy ) IS4G )

SW1l# sh spanning-tree root

Root Hello Max Fwd
Vlan Root ID Cost Time Age Dly Root Port
VLANOOO1 32769 000a.b7dc.b780 0 2 20 15
VLANOO11 32779 000a.b7dc.b780 0 2 20 15
VLANOO12 32780 000a.b7dc.b780 0 2 20 15
VLANOOZ21 32789 000a.b7dc.b780 0 2 20 15
VLANOO22 32790 000a.b7dc.b780 0 2 20 15
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i LaVIan 4ed ) n s S Al So lavian 4. 1o Root Bridge 4S S o« calis Root ID- osis 2
Ol ia VAN 4es ) r e Gal 4S 3 gl (e 4 sl (1S Sy COSE Usin 4SS e 3By RoOt Bridge
28l e VIAN 4sa 51 ROOL Bridge ol sic 4s <5 gt s 4S 2 S (558 4ai a3 S8l (55 (o

G e a8 2 S ealis Hello time,Max age,Forward delay ¢ siv 4w 2 1) S S juilie o) 5 (e Otinas
Al (a8

I Priority ¢l e, S salie g a L1 palaVian <o ) » Root Bridge Clbasie Ol 5 (e ) Hsiwa b
Rlagdh oo gan oL 58 S 220 cd Vian 1 s s Lleadl (o« 32768 (i Ghy 1166.32769 L o

Cial pom 448 W€ e sl uiaalal j3 5 0032 32770 S 32768+2 O Ll muy w1 Vian 2 i) x priority
Aoy Root i cVian 1) s s ol 4S o2l Ol

SW1# sh spanning-tree vlan 1 root detail
Root ID Priority 32769
Address 000a.b7dc.b780
This bridge is the root

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

O e 48 230 Glaaly Lal 2 oa (58 p2a ) 253 20a ROOL Ol sie 4 ¢ Priority Jlate (ialS L g0 i s ¢y JSE
Ll 1, Root bridge i@ Vian 1 ) 52 b Ja 4S sy (oo j 4ala) )3 5,280 4096 ) (2 2e 2L Priority
(il 03 S 335 28673 4 i Priority Ol s 5 .065 (e 8313 (LS g 9 ROOL ) s 42 52 g s MAC 5

SW2 (config)# spanning-tree vlan 1 priority ?

<0-61440> bridge priority in increments of 4096

SW2 (config)# spanning-tree vlan 1 priority 28672

A

SW2 (config)# "2
SW2# sh spanning-tree vlan 1 root detail
VLANOOOL
Root ID Priority 28673
Address 0011.92b0.£500
This bridge is the root

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

s e pgaddie VAN 4e G Priority Dlie gied (ol LaxiS e d )l g )y ) Hsied o3 mdew 5
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SW2# sh spanning-tree root priority

VLAN00O1 28673 e
VLANOO11 32779
VLANO012 32780
VLAN0021 32789
VLAN0022 32790

5@ Mac ¢ VIan 1 ) 4w giisw 4S arsd (e dasie 5 aiSae (S )5 1) sn) Jsied 4w g g (55 L
1 e 1) O a5 0ad i Priorrity
SW3# sh spanning-tree vlan 1
VLANOOO1L

Spanning tree enabled protocol ieee

Root ID Priority 28673
Address 0011.92b0.£500
Cost 19
Port 2 (FastEthernet0/2)
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

WS e 8l 2 fa0/2 S s ) Cost 19 L1 VLAN (nl 43 da s e BPDU 4w gt gus 4S 2y o0

Interface Role Sts Cost Prio.Nbr Type
Fa0/1 Altn BLK 19 128.1 P2p
Fa0/2 Root FWD 19 128.2 P2p
Fa0/4 Desg FWD 19 128.4 P2p
Fa0/13 Desg FWD 100 128.13 Shr

Gz s4d S ki 50 Root Port o) sie 40 5ieS CoSt yhla 43 1) 253 fa0/2 iy sy 4u g s 4S i (e 3 IS 50
O sie 431, fa0/4 s Wajls )8 Blocking cusmas »4s 4 £ ki Alternate port o) sie 42 3 fa0/1
fa0/4 < 5.l fa0/4 ) sisS fa0/1 <o 50 ) Sender Bridge ID 10l 48 8 ki p»Alternate Port
)l &g ) n Priority Dlae s gam o5t 3 28b o« Forwarding < 2 Designated Port o) sie 4 s
R 5 2 POINt-to-Point 48 ais oo 1) Gysr g 55 508 DAl Osin )0 Gl 128 L Gl ) sm 434S 2y (e
A Joa s Hub 40 A= 2330 share

67



vt R é\sﬁ\ aa .Jg.’l*\gcod\.ﬁ u;’g\ﬁ\ \_) Cost J\JSA A @3}» BN fa0/3 C'_\Jﬁ ED) JAa

T

EL U

SW3# conf t
Enter configuration commands, one per line. End with CNTL/Z.
SW3 (config)# int fa 0/2

SW3 (config-if)# spanning-tree vlan 1 cost 100

arS Al g0y n) st dw i (55 K s, ol sala Uil ) 4w z0 5w ROOL port sy vlian 1 ) 1, Cost o) e
03 S ual Alternate Port s ROOt Port s 48 sl (o« 4a5 g0

SW3# sh spanning-tree vlan 1
VLANOOO1

Spanning tree enabled protocol ieee

Root ID Priority 28673
Address 0011.92b0.£500
Cost 38
Port 1 (FastEthernet0/1)

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Bridge ID Priority 32769 (priority 32768 sys-id-ext 1)
Address 000e.837b.3100
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Aging Time 15

Interface Role Sts Cost Prio.Nbr Type
Fa0/1 Root LIS 19 128.1 P2p
Fa0/2 Altn BLK 100 128.2 P2p
Fa0/4 Desg FWD 19 128.4 P2p
Fa0/13 Desg FWD 100 128.13 Shr

= Listening <w=ss 5 5 Root Port (i& ) fa0/l <5 5 Alternate <lls s fa0/2 wivn (o 48 ) shiles
AT

@i 3 A aladl | IS Gl Ol s e 500 Jsa (s w1 O priority b a8 ROOE 1 guisw S0 45 )
il ) JSdi 4 5 Ske (l Ll alaal ) IS b 5 5Ske S ) saldid L (5 (e sSess s0

Spanning-tree vlan vlan-number root {primary|secondary}

4 1) Gl 32768 4S a8 Ui priority Ol s axS (e 205 gvlan s slos primary Lol yes 1y st ool (B
NS e 25 ) st () 4S e sueadly 24576 ) sieS ol priority Ll agise K1 (530 e s 24576
2R e i ROOt Priority ) JisS B 4096 ol w42 1)) asapriority
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0 s e 4B S ki 3 primary ! backup o) sie 43 gise OleasS saliiu) secondaryl ) s s S s
4 secondary gbs= priority Ui ol Lasd primary 4 das Ll primary gise 03 zyia i ) & s
S i oS0 W ek S0 priority 4 primary ile 5 5 Gl Cull laie G Gl 5 S i 28672

s ) gls e spanning-tree vlan vlan-number root {primary|secondary} _ i sledl 52
L, dead-interval shello-time wie ey 00 K o adali 4805 (Gee U Jlaie ()2 S ealiiul 30 diameter
NS e et ASd Ges 4y 4n

Rapid Spanning Tree Protocol

Ol 35540 STP S ey UialS sl Rapid Spanning Tree Protocol (RSTP) glea L 802.1w
Glaa pad 53 15 (Joasd 53 4Y 503 Shee g0 (5 0 I35 0l 28 IS O JUS 50 23l 8 a5 ol STP L IS5 5
RSTP 2 @y Cumay (Cosmglsl 5 Cossle Qi) 5 b Cumay i Sla pead Gl 4idh 258 sla &) 5
Disabled,Blocking,Listening,Learning,Forwarding 41~ » =4 802.1D STP .l 43l sl 34 5 )
Cuaan g Gl 03 S i Discarding,learning,Forwarding 4 Wb Cuxa s () 802.1W RSTP 2 4S Gl dsag
Transitory b 1,X cusa s SG Learning s i Stable b Jlab s cusa s Discarding , Forwarding s
Backup _5» s Alternate Root Port S sl adlial by &5y 4y (385 0 RSTP o aill 5 280 s

sl 5l p RSTP )2 Camaa s ol S L STP sl Cumaia g 4l 55 (0 ) IS4G 0 230 .« Designated Port

STP State (802.1D) RSTP State (802.1w)

Disabled Discarding
Blocking Discarding
Listening Discarding
Learning Learning

Forwarding Forwarding

44l 5 Hello BPDU 3 e by j0 aae L ol s (e, Cad 4381 ialS 43l 6 40 4686 20 ) max age o) RSTP L2
ool ale K sl sad (i 50 RSTP Lo Listening 8 se clla ai€ a sdalie Y4 (S5 j0 48 ) shaila
28h (o« RSTP L2 )l ¢l sie 40 PortFast , UplinkFast,BackboneFast 25> 5

5 € e dee ROOt Port ¢ iSila o) sic 434S Alternate Port Sa s oad 035380 50 aoa (8 50 RSTP 2
258 e 0aldiul Shared segment 2 Designated Port ¢! ¢ S o) sie 4 4S Backup Port

oo s a1 () S lay 028 3L ) s easd (e O cr Sl @ ROOL Port G2 o ) L Alternate Port
DA e ) JSE 0 4aS ail
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Root “ Alternate

.802.1D STP _» UplinkFast aiile G o

:JJ\JJJ_AJRSTP JJ&L\J};‘&).'\M

S e dhay B0 giign 40 ) i sw Sa ) 52 :Point to Point .1

AL Jeae Hub So 448 (S :Shared .2

port fast b <) s o 50 Wb diate ismalS Jile slBius S 40 5 28K Access olsie 448 s .3
S e Discard 1) <ol il Sad Gl ¢ 55158 i @ise )3 ) jea s dla)

s Lo ySIe Al g g o 28l (e () S ) 252 1 PoINt to Point &) s s5) RSTP Ll S
Full 5 o hub 1.l 028 Jeaiie HUD <S40 203 &) 534S 293 o0 4 5 230 Half Duplex 81 alues
A8 Slidy ) Duplex

spanning-tree link-type point-to-point Lsiws 3 234 Point to Point <l 5o 45 &) 59 SG aaal san S
A e 2l
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) oo (A A 283 (o0 G N ROOE L 1) 258 Bl ) i g S (g ASlarin (o0 ) IS 3
w L AL L Y

My RP failed. | am
@ receiving no other Hellos.
| must be the root now!

57 Link fails. Port 57 @

Designated | am receiving Hellos with
Port superior root BID.
I am no longer root, and
Root v/ Alternate this is my root port.
Port w4 Port

®
| am suddenly receiving worse Hellos
from my designated switch. Accepting
them right away. They are inferior to

even my own Hellos on this port.
| am now designated on this segment!

A€ i iy of 1)) BPDU %365 (a ok RoOt b ibalsi )l SeC.RO0L gt s Sl (B 5 iy (o0 4S ) shailea
o 10 s O O 358 Al 45 G 358 ROOE Al (Basa Vs 5 485 G ) ROOE 4S 2,8 (e 4aii ) shiyl G
Inferior <G ol 48 298 (0 4a gl 2 0 GdL 30 22 Alternate Port o ) BPDU o) ACCEeSSSW (8 s¢aad
BPDU (.28 (e BPDU ¢ ) 5 <l L)) 50 Root b 252 Root Port Gisb 3 glisea 5l ) <) BPDU
25d (e Aa gie QK e il 2 1) BPDU ¢ Sec.Root g sw 5 .28 o« Jws )l Sec.Root 4 1) Root 4 b s
4 ) eaiS il ;0 3 Giysr 5 S i G yre ROOE Olsie 40 355 80a 503 S il 0 Superior BPDU s 48
A€« Jasi Root Port

Pl oad ATANY AIAS A muia i Ay ) 52 AS ad S iy el | BPDU g9 90 YL Jba o

OV 02 538 e alay () Jl) 4 g 9 3 sy s 51 ) ROOE L 253 dali )l i s SG 385 :Inferior BPDU .1
A e e ROOE Ol sie 401 254

5«2l 4330 ROOt 43 s (5 i Bridge ID 4S 258 (oo Sl (o3 g Jass 63 alay ) :Superior BPDU .2
A0 5 an) A 30 Wy Ol 4o 48 aSL Al o SDISEe 255 (e aliy ()0 55 ROOE )53 (o«
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Rapid Per-VLAN Spanning Tree Plus (RPVST+)

AN dga s e ady ) 5 DAL SO VIAN & Gl G 3S S ae Gy e vian & ol 4 3 o« RPVYST
Root Bridge —\xiilkHello Packet [ ¢ Saa gley ulai sl Sy ciladiéia 51 )la RSTP aiile 5 230
e S Q) s Cuaia g

€ 0yl s 1) ) sies Global s )y CdlS el sl s RPVSTH (s )k ol
Spanning-tree mode rapid-pvst

o o3dinl L i) ) 2 spanning-tree portfast sies ) 28 438 ddas ) shiles 33l Edge-port o) _»
A8 sl spanning-tree portfast default sis ) global lase )3 Leani€

Multiple Spanning Trees: IEEE 802.1s

Vian ol ¢l 1 ae Sk G 4l 53 5 1 Root <Sa Vian s )l 4 adudl 55 0 PVST+ L s RPVSTH+ L2
Dl 284 S laylan dasd &1 S Gl S saldiud ani g 45l sl Sl Al ) anil i 4S 0d e Caely SIS ol an€ alay)
A 10 4 1008 it 1) b s (IS 5 48l o Slee il e LVIAN G352 b)) Cosea )2 Lal 250 dde il 55 e

MST 2 23S ol 450l 315 368 (e sada sla alaw vian s root 5 25 s dlayl ) e LG SG vian
Savilan L @) 4SS PVYSTH UsSe .0 S alal 555 e o calida Root b STP 4ws_ dia ()l 55 o« PVST auila
0 03 anadi ol 4 vlan Al 4 Gaws 5358 e Al instance <o MST 2.aS e 1l 1) STP 4w n

|2l 1) STP 4w 452s e instance s ol ki ) p 2 5y pavadiinstance s 4 1) Wvlan JS e gs
.S Instance ¢! Root < s Instance < sl Root <2 S

21l W g ) salaad by 5 IS )5 (0 4800 S (s MST region i€ sl sal 1) MST 4S (sl g gus 4 4508 0
J:g.\s <8y MST d)\.u aJ\Tg:\. 5 g2 4

SW1l (config)$# spanning-tree mat configuration
SW1l (config-mat)$# name CCIE
SW1 (config-mat)# revision
SW1l ({config-msat)# instance vian 1-500

vian 1001-2047

1
1

SWl (config-mat)# instance 2 vlian 501-1000
SWl (config-mat)# instance 3
4

SWl (config-mst)# instance vian 2048-4094

e 4y )i ol loal b oS o S 1) MST ols B a S 3l 1) spanning-tree mode mst ) siws ab i)
s = 3)l s MST Configuration

i bsha )y A e o 4 revision number < s s b Gu 5 a2 (e pabaial) O 4 ) 2l S G
A 0 sa S gmvlan s 15 U Ol 55 e MST L2sd (ow padide Ll slavian b ol e instance s

s revision number s name e 4S Al 4idly Ciy S 0l ) Lk 5e slavian @ Al instance

AL LS sl ol region <o 2 instance
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W 4525 L MST byl )0 IST .k 2525 IST(Internal Spanning-tree) b 4 8 pseie MST )2 Ll
355 sl 4lues Ly CST(common spanning-tree) L s 2il .« jia 51 of instance e 4 MST e
TS Gy ) SS4 aK el B g Ll

Non-MST Region
57 =
1q

AQ AQ

/m\

Non-MST Region
57 ==y

I " Cisco

CST
Topology

i=f ] =
3560 ISL 3560

Root Root ll!iﬂ!l
Instancet Instance?2

1Q MST appears as a
single switch to the

outside world

AQ
FWD

FWD

Instance1 FWD Instance2
2960 2960

Figure 3-14 MST Operations

MM‘)&C@:‘)“)JM MST Reg|ondﬁ)q@ﬁg@ay)%m\w4s))hm%mwﬁ
sl 22 02l allaidl ) e oot <2 inStance U ) 2 4S 2, 2 g instance 2 MST L2 &l

G gea 4 MST a5l S caijlai | ) MST (s b ol (2l 534S (o sSoa poe (sl gt g a3 1 s e JKG 3 Wl
NS e 1B Bl )l GG CST Gk ) 5 258 (e 02 g g S

23l o2l 7 A MST config fame ) 81 2 S eaali 1) MST (laé i s ) 53 o ShOow current sivs b

R e apply SesilS 2e ol 3z oA b 2sb el eald Gllad (s
SW1(config-mst)# show current

Current MST configuration
Name []

Revision O Instances configured 1

Instance Vlans mapped
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D) eaZi apply D 4S ol siss 2l 68 e 1S 3505 ) show pending Lsivy 5 234 MST config e o2 Sl
J:\.\S s lita

SW1l(config-mst)# show pending
Pending MST configuration
Name [CCIE]

Revision 1 Instances configured S

0 none

1 1-500

2 501-1000
3 1001-2047
= 2048-4094

= ¥ show spanning-tree mst configuration _siwe b 2l 6 e 238 = A MST Jasse ) 4 3) oy
28 e MST ai Sy S8 3l o5

= Jae STP s S aul Priority , Cost , Port Priority , root primary/secondary < =i )
Ol sie 4 gl g S0y gt (g) 0 D S e ealdlsl Mt instance-number ) vian e 4S Glds ol b 4
S el spanning-tree mst 1-3 root primary Lsiwy ) instance X L <Sa ¢l root primary
O S et 51 Ol ) )51 e 23S Sl vip version3 ) W gise MST region <%u s S

MST region 4S b s S Col 02 5 .28 oaliiul W g g (o MST KiilS (synchronization)
WAisd oo MST region & sae ally 4idly Jluss configuration

N-4-VTP_PRIMARY_SERVER_CHG: aabb.cc00.0100 has y server for the MST VTP f
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Protecting and Optimizing STP
S 7 ke Clea 5 WS Jilie 50 STP ) cabilia caga sl )l 3l 250 )3 a5 i Gt 0
PortFast Ports

o US| forward 4 < o Gy st Gl 38 (e B ealiiul 3 )56 ACCESS W s 50 Ul O
QIS 434S S e S luiagag listening g learning(Forward Delay) W Gl &g ool 55 0 .8
255 DHCP Gisb ) PC a0 R3S e (o 9n 48 pa forward lls 40 s Ole ) )2 40l 30 cadly Juaia

SN (ia & B9 3 )58 (e portfast b (s sl (o IS e forward delay obe) ol s Jils 4 23S cidly 2 |P
A R sla

4 globally <, s 4 454 b spanning-tree portfast aile 3 S 35 g i) ) asfiies 8 (e b 1) ) siws o)
A5 28 e Jee access sl Gy i a Gl jaspanning-tree portfast default s s IS ol
spanning-tree _siw 3 ail i e ¢ aillla O g5, 1 portfast sloa) 28 525 access S Sos s

S Jlad e padidie e o s, ) L portfast s ~iS s3l&u) portfast disable

Dsiws ) 253 Jd portfast s o s Wl e s Gl dhalie yis s b )y e So 4 4S ACCESS S m S sy N
S o 0dldiul spanning-tree portfast traunk

UplinkFast and BackboneFast

Ol 3 & smge Cueal Hlalany g eadi o LA backboneFast s uplinkfast sl (Sle ga 90 43 CCIE V5 <US o
ROV T ciﬂ;.'\g [N

e e oladl ) S 4 as s L) uplinkfast «a s

Switch A
(Root) Switch B

L3

Link failure <«— UplinkFast transitions port

directly to forwarding state.

43370

Switch C

L2 srae 48 3500 ROOt 40 () ) » e 50 SWitch C 5 el 02d 4335 Root ) sie 42 Switch A YL JS& )2
248 L3 S o gl adal Sl ol 555 ) Switch A L W s 43 Switch C bl s S el a8 e s i 1
Leastening <ls 3 (sl gl G s 40 s Glls Joass ol 4S5 5 forward <dls 40 ab sl Block cuwea

.l Learning s

8 e IS 1) (ol San ey 5038 8 la (4l 30) ol il 8L s ) Uplinkfast
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43 daaii g Gl s1oa) ) am 23l b access R s i a8 SdS Al access giie oo Uplinkfast
S5 A COSE Jlaie 4y 520 (e e 49152 42 ) gdisw Priority 45 ) sa (3l 40 255 e ACCESS s
WS e Jee transit b root Ol sie 4 g e (ol 4S 258 iehae B 2S aadlial ©3000

access ¢l &5 4 e GLMAC Ju) 4 g 58 gigm 358 ¢ 2L 4S0d 50 TCN dley) 40 Sl S )
sl s 4 Jeaie sl aluan SOUCE-MAC b (x2S (o b it o 500 1 multicast s a4 354
€ e multicast u=03 ! destination-mac «: acces

Sl access @i ¢ global @osa 4 3o UplinkFast sl sl st

Spanning-tree uplinkfast

BackboneFast

2))s block &gy abalddly Sl 2dad 51 a5 2500 Jaa s rOOT g o 40 Laiiss ACCESS gt g <S4S i YU Jle
a0 S 5 a3l ool rOOL gt s 43 80 et g S alis s 45 ACCESS i S Ll 25 o« forward cuscas
10 b0 Gle) b ol il 50 4S <2 (6 pa | ) Max-age gle) Cae 3L ACCESS gt g 25 ol o0t gism 40 YL
480 20 S BPDU 2

YL e g 4y abialddl 23S0 Cdln | ) BPDU S (B g g g 4S Gl &) s () 42 BackboneFast 28 1S a juilsa
A28 e s ROOE oL 2 253 5L miisw ) 5 3is 8 o« RLQ(ROOL Link Query) o) sie caai |y aliy 354
ahd ROOE L (il )l 48 3 & e 353 (il g g 4o 284 20 adad 5 030 asiss Oy gm0 ROOE b il ) 53WL e e
g Ol 4y i 8 o0 353 Y e 4 RLQ aliy S0 ¢ a8l K0 g g So b 4 o Bl S 5 ccand 00

23l Gladly Ll pd b Cand 028 adad o ROOE e 40 48 Sl LT 4S 258 0 4 sl 03 85 iy )3 BPDU 48 (o2 s
global &) »a 4 2L S backbonefast Lsiwy axS |l 4508 sla o s e 55, 1L | BackboneFast 4S

LA gl A0S g

Spanning-tree backbonefast

Root Guard, BPDU Guard , and BPDU Filter: Protecting Access Ports

= Jd | portfast b Sl ol 555 b ) 250 = end-user sb o8dus 4 Jlail ) access b Sl
s Coe 3 Saon 4 RNl g forward s 4 s &y sy 5 356 5 | forward-delay cle) U asS

sl A g Sl JKhe S 2 6 oa S 300 4SeS 50 LOOP Sl el il 6 e 6 5d Jhalle g s S5 ACCESS
STP Sl i alad 8l L 2 b 45AL% root o) sie 40 5 398 Joa g Gy 4 38 S BID 40 g o S 4S8 &G g (il 0
spanning-tree bpduguard < s 4 access < s O Ui 4S8 258 (o ) gt g (ol Crans 4
Jsiwd global s 43 3l 23l Jlad Cia ad ) ACCESS W 5 ald 55, a5 S 5 a3L e enable
s G ) ) Caasad ol anl iy KI5 5 ealdiul spanning-tree portfast bpduguard default
288 o eddiul spanning-tree bpdiguard disable Jsiwy ) ala
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Fhsm S s ol sy S @S a5 1) BPDU Guard L siss portfast o s 4 access s o) s Wl
g o g € il 5 BPDU 255 Sy (55 s 4551 Glana 43 S BPDU Jle ) 4ypl 81 5 S35 (Lot
Asd e Loop Al mile JSul 5 058 e Juasi error disable

S e Gibbdlaa i BID b sLlBPDU Jilie o &y g9 cnheaniS Jlad | ) Root Guard «access s S s B
o s cl )3 35 o rOOt- inconsistent ks 43 &) g 258 Juala yigs BID 40 g g S S ysn () 550 S
Max-age- L ) STP L3 gl (nl.a 83 <dl y Superior BPDU 48 (Sle )y U agd (oad Jlu )l by bl ja ey 58
sl 4 Olsi = ) Root Guard . hello 2ae 3 Cdly 3 aae gla) b sl il 0 RSTP L2 5 280 .« message

Gl Dl Gad gl 5 S e oaliinl el 30 8 55 Spanning-tree guard root Lsiwe )48 38 Jad &
show spanning-tree _siw 3 3l ) 8 root-inocondidtent cuscas 248 o & s

S 0l jnconsistentports

Jlad & g8 4ty o U, 5 280 0 ACCESS s <2 50 BPDU Jle)) 5 <53 L dasi 1 4S BPDU Filter W)
Sl G gldta o g S

sl &) s alad (55 € 3 )l 5 global &)= 4 1) spanning-tree portfast bpdufilter default _ sws 85
4 2 PBDU Jwl v g sl Gija e O slsal Sl ag 298 e ) al cadl sad Jd 55, portfast 4S saccess
S e add | ) BPDU Jbs ) caiSG iy 5o Jiie <ol 31 s BPDU 10 Jdual )3l 40 R1 5 i€ e 44052

Gy a3 o 5L (Hello interval ste gl 53 Ged 5 s o2l YU e 3 (59) BPDU a3k ) ) am ol

Jla )l ey o 4a cala 1 BPDU il yo Salal lisaa <5y Ay 058 e Caigia | ) BPDU Jla ) genly il 50 axe
5.8 oa Jad e Gy O 65 BPDU Fliter «xS <él o 1, sBPDU S 5.0 ) 345 5 BPDU 2= 10
) Cua i () (eald G sl sda &) 5 08 ( STP Jly, G BPDU <l 5 Jlel dr g 508 s
S e ealiinl &y s o 555 Spanning-tree bpdufilter disable sive 5 aiS Jlad

il 5 5 Je ) @S Jd ) spanning-tree bpdufilter enable L sivs &5 Sa i) local @) sa 4 S
A e A i gie WBPDU

D30 iy et le ) 3Rl amy i€ S global 1 o 81 L2 o s S ¢ 540 BPDU filter ) saldiul ¢ 58
) s K BPDU Jl ) 5 Cawd STP b ) 4allSa 40 ald Jilie device sz 283 Cdly 0 BPDU 48 ) saa
Gy aS ey U 5 asd e Jmd e Gy e ol ) BPDU Filter ¢S <l ;0 BPDU Jitie <l 31 81 5 ail o«

Ale ) sa Juad e 2535 up 2 5 down

= Drop 1, o @il )2 Gy sea 50 5358 oai s )) GBPDU g 253 KiilS Jocal @) sma 43 s Sa 550 S
‘5‘&3}3‘)\&&3‘)5)\5&)}:\.0‘6}) STP C\RAU:\\ ‘)J_J).:;:‘;Abﬁuiuz\ STP uy‘dmaﬂwdgﬁd\).\JM\ ‘)‘ As
o8 a8 0l 2 15 LoOoP st s U Cand 4SS e ddida g Gl 5 02,80 48ed 50 1) Loop sl il s

.J_\_J;La)l.u 55 *a.;j\}ju,qﬂ\s.lj\d.lﬁj BPDU t}")‘a

Ol Readls 435005 (s yind 353 ROOL 42 s S 48 258 o0 Jw)) Sy BPDU ¢! :Inferior BPDU .1
S (e A y2a ROOE 1) 258 &) ea
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D3 5 AL Akl ed ROOt 43 Cusd (5 yige BID 4S 23S w Jlu) oadi s | BPDU ¢l :Superior BPDU .2
oo 284 50 Root Guard <= 50 4S BPDU G 0o Ol JSuiie Lal 38 a8 120 ROOL h0 8 s
1) (23 ROOt duad 5 48 R ) 8 4Sad 50 dae 1 4S 28l (v sk 31 BPDU () 48 230 &y gea () il 58
Aol

Protecting Against Undirectional Link Issues

S e by Sl ju g2 3 Sliie cabaling Ji 4 a5 (e 48 205 4d )l S g se 50 G Bl ) (San AR
A gh e 4d pla SG bl ) 48 250 GBIC(GigaBit Interface Convertor) 2 JSia b 5 s 58 sué 50 core
02 Ol 200 (8 )y Jlie Casla (g a8 (e 3 1a Tl Sl S 55 Dlie 50 e ok () 4 sl (b ) (S
T iy ) JSE 4 258 e 2ld Gilad connected Sad 48 Gua Sl

One Trunk, Two Fiber Cables
DP @ ®
* e %/;; e— e

> transition to forwarding!
| sw2 |
RP
FWD FWD
DP
FWD
Root VK]

¢ 54yl S Sl ol 81l DloaCK <Kg g s Crans 4y 5 et s S 5 023l (0 OO ¢ 3 gt s YL JSE 0
Glla 53 Gysr 5 W e sl designated ) @ s Cunas 5 3 ai il BPDU S o 55 89 59 g sae

5 dl ) g 4 ) ) a4yl S 0l UDLD Wl a5 (e slagl LOOP <SS &y sa Gt 43,258 )3 forwarding
Loop ) ) aile 5380 (e adds 4uild 15 U 3 3 ey iy jo axe 5406 15 3L 52 UDLD Message <él o
g (o

2SS w8 2 0 2 UDLD

Ju )l ) aS (iaaeaiS el il 0 ) (Al Gy p dsdida e 4S Sy ea jo Glla ol 0 :UDLD Normal .1
A = error disable clla 431 25 (e ealdin

4 G ol s «UDLD Message 4w ) gy <l ja ade 5 aag Gl o) )2 :UDLD Aggressive .2
d\;@\)w}.lﬁ@»g&stg)dem Q)HJJ‘K.S‘MSGAJL»J\ )..}4)?\.}.3 UubDLD e\aﬁ&_\.\h@ugﬂgdm\ﬁ
.21 <error disable

DA o e S blai (g5 ) st (l 4S aS e 0aiiul udld {enable | aggressive} vy 5 UDLD ¢)o»

= o3liiul udld port [aggressive] Lsiws 3 gud il Ol s b Sl Bas (595 038 Jlad sl 5 21K

3wt SAl G s udld G208 dd e ) S e ealiiul normal 2 ) 255 205 1 aggressive S asS

AES e ol i) 3 no udld port W < S s, sno udld enable
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Loop )kl cpl 2 38l e (368 Loop Wil cadls BPDU <l o pie Jals 4 2 48yl oS o) Jila S) L)
LoOp- <l 43 &y sy of 60 53 <y 50 sSBPDU g block <53 55 S [oop guard L .2 8w o3&t Guard
e g oB Al ol ) G BPDU Sl )o (lasse 4o 5 58 e by 3 5 bl (S81 55 = 535, = INCONSiStent

B

_.ﬁ}.uﬂ

spanning- Lsws ) s global @, =4« spanning-tree global-default loopguard enable s )
A e oddiul Loop Guard ¢2US dud ) s o 5l 1) o tree guard loop

€ ealéiul no spanning-tree guard 100p Lsiwd 3 e il p 5 ol 30 of 3 S Jd e )
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